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Ẑ  

2016 ẉ 3ῴ￼ ṚԅᶂҚ↓Ҧ҇ײ ᶽҺ ᵺ₭Һ іιỞת ԀẶᶈӐᾤẗṪӐἵᵓῊώֹẶק

ֳᾺẬ Ӑּזιѭᴧṝ├ԄẶᶽדט ᾤẗљ ҺẔẸӞ ᶽᾭὯ ҉ ⱶ ẍ┌Ẕּז ồấז

Ặᶂ ֺ Ặᶂ ֹ 2020 ẉιἅᶂṄ҅דᶈᶢ Ẕּז ᵙἇּׁצ⌐ ᶟᴨệ ᶽ

ιԅ Һ ᴧ ἮԄẶẙ ֹ 2.5%ι Ἡ ℓḾ ╝ᶭ ￼ Ꞌꞌ ֹ 60%ι ֳᾺᶚᶂḲᵙ

ҚἑẶᶂ ֯  

҉ ѭ ѕ₭ӡỤῊҦ￼ ᵘιҨ Ѧ ў￼ ỗ֧אᶈѦҚּכ Ҋ ῊҦѳᵅι

Ԝ ₭ᾡᴪ ҚҪ￼ּו╗ΆẪљộ ₩Ẫ ӐѭҊ ᾺᴧṝῊҦ￼Ѯ᾿ễι҉ ọṄἄѭɒѧᶂֺ

2025+Ҋ ɓ￼ὸטᵸљᶢ ᾟὙ  

Ӑѭѧᶂ҉ ᶟ￼ ֓ ι ҉ᶈ 2016 ẉ 7ῴᴳẦ￼ɒ҉+῾ɓṤҺѧιּי ԇᴻί

҆ҺѮẀԒ ẀἚ ḥ ק Ӿּו ҃ ҉￼ἇּצ ֮ι῎ ώ֧ɒҊ +ɓᶢ ᾼ￼

ṏῗ҉ ι҈ָתᾭὯѧỌἘ ￼ҽ ₦Ổι҉ ṰץᵍᶈɒҊ +ɓᵙӡỤ ◊￼ᴧṝ ѳמ

ѧψ ק ӾּוᵃῊẶ ҉ Ḡԅ￼ ớιҤ ℓ ҉￼Ẉᴶ ἇּצῗἄѭ Ѧ ￼҉

іּוỗιѭּוỗ і￼ᵀӐҹӃֳ ѦḠԅ￼҉ ᶢ ᶫע  

℅ᶹιẸׁ￼Ҋ ўחῊ־Ἠᴩ ᴿ ғᾢ֨ιḅ Ẫҽᾘ⅜פֿ￼⅜ ѦҚ ᶽ

ᴨљ◓ּז і ғᶺ‾ק ả ẔḾḅ℅ ᶽ￼ ғўἍṾ￼ ιῂּת ῭ᶺ￼

◊ἄ ι Ḿ҈ỄᶺѧṇҲў  ῗ ҨҲᴣ￼ιҤҪ῭ Ὼҡ҉ Ẉᴶѧ ệẦᾣ ♄╗ ᴵ

ḧֺ￼ΰ Ḡԅ ἴ ד Ӑѭ Ѧ ᵽ ָ￼ẦᾣẈᴶιᶈ ᴞ 18ẉ Ἅ ￼јᴱῗ ғḾἰ

ι῭ ֧҃ ẙṪԏק￼҉ ḠԅẬᾜιѭҊ Ἃ‗ấ҃ҨᶽᾭὯљҚṪΰזּ ѭ⁄Ọ￼Ҋ

ўחḠԅ ἴӌ ι Ὅ ҉￼ҲўῊ־ ≈ ẔḾᴿ ғ￼ὠἇ  
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҉Ӑѭ ў‰ ιṄὙ ᶈ҉ ḠԅΆ Ặז ấ љԓᶹᵀӐιӘ ḫדҸמᵙּו

ỗ і￼њўҹӃԊᵃἔ ѦḠԅ￼҉ ᶫιҨע εSpeedζ ḧεStability ζ Ḡԅ

εSecurityζ ῸחεServiceζѭ⁄ỌᵝⱲתỔιדיѧᶂ҉ ᶟẈ ồ ￼ᴧṝ  
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҉Ṱѭᾭ︣є￼Ҳў ᵙѦҚẦᴧּזἋώӗӪệӡ ￼҉ғᵝᵙῸחᾟὙι ֘ứᶈ▫ἃ

ט וֹװ ᾤח ᵙҊ + ᶺѦ ᶟᴧṝ￼ ∂  

Ҩїѭ ҉ ׁᶢ҈ᶺẉўחḫ ẻἄ￼҉ ᾯӌ‟‗χ 

 

ᶂ  1 ҈Ғᵜјΐז῾ῶ 

Ḡԅῗ ҉￼ᶢ ᶢ҈ԅ ֮￼ᾯӌ‟‗ι ᶺӺק￼ғᵝљḠԅṞớι ҉ḫ҃אԅ

Άӈ￼ ἴιᶈᴿѦṖ ᶎ ҃Ḡԅ ἴιץὐḠԅӌ₅ε◖╓Ἔὼ Ὓ ₅╜ ᵅ ₅╜

ᴭḠԅ₅╜ ζ Ḡԅ εDDoS ἴ ԄӜ₅╜ ίֺӠ ᾭὯḠԅљּזἋ ζҨᴣḠԅ

ίљḬ ιẻἄׁ҆ ҆ѧ ҆ᵅ￼ԅ ἴ ᵃῊι ҉ѼᶈᴿѦṖ ￼ғᵝѧḫ҃אḾẔ￼

Ḡԅו ι   ᾭὯᴵ ớ ί ιјᾸҸקғᵝ ￼Ṟớ  

҉ ᶼώӗ ў Ӿ↨Ẉ￼ ῶ ớ ᾭὯẓ њ ὶԄ ῸחιẊћι ҉Ṅ⁄Ọ

♯҈Ḡԅ ᶟιјᾸҸק ҉ғᵝ ￼Ḡԅớ љԎ ӌת ￼Ḡԅ ί ד  
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℅ᶹι ҉ ҉҈ד ᶽᾭὯ ֘Ά￼ᾯᵀιѭҲўώӗ҃ ẪᾭὯ֫‘љ ῸחẈ

ᴶι ᶢ Ẉᴶ ᴣזᾭὯẔּזּ ў ֘Άᶈԓ￼ᶺѦғᵝᴣῸח ᶺ ẙḧᵇљԋ ι

҉Ὑ ￼ᾭὯ￼ẍẙљ▄ẙ҈ד ιẻἄ╤ ￼ᾭὯԋ ιẊṄԎַּ҈זḾἰ ғ￼ ѧιѮ

ὴљט ιᵃῊᴃיᾤẗ ῶᾦἔ֨ ғ  

҉ ᶓὙҨֳấḠԅ Ầᾣ Ԋấ￼҉ּוỗљώӗ ḧ Ҹ ￼ῸחѭתỔιᵠẔᶂḲḾ

҈ɒ ḠԅᵙӡỤקṪӐἒḫὸ ɓ￼ᴺᴳιӞ ᾯѦ҉ Ḡԅ￼‗ấ  
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҆ ḟԄ ҮԉἚ⁴ᶙ 

Ö ҈ ᶻὝӖқѰṕ ѕַײḟԄӟ ψ 

Ö Ỡ ᵣҍᾛ  ḟԄὔֹψײַ
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זַּ ￼ẕṖ‟‗ᵙ ◊ԊҕẻẪι ҉ ѭḭἋώӗԎἍ҈ד ￼ ḕӴᵙ ד

ᴿ ◊ Ẹׁ  ᶺ￼ḭἋᶈ⁞Ὧ ∂ Ὅ҉ ῸחώӗᵬᵙԎώӗ￼ғᵝљῸחῊιṰṄ

҉ ḠԅӐѭ ￼ Ὅᵼ ѳ Ὑ҉ Ὸח￼Ầᾣ Ԋҕ⸗ớι ҉Ὑ ώ״ ￼

҉ ḠԅῸח ιẊљḭἋד Ḿ҉ ўחᵙᾭὯ‗ấ῭Ḅ῭Ḣᵱ￼ḠԅӠ ӌ Ѽ⃰ῗּ҈י

Ҏ҉ ⸗ớι ҉Ṅᶈ  ṏ ׁṰώӗ￼ IaaS PaaSᵙ SaaSѕ ҉ ‟‗ғᵝљῸחιҡў

ח ẙִℓҟ ứљ ҉ѳ ￼ӡỤḠԅ үψứ῭ᴵᶈ ѕ ℓ҃ ҉ᶈᾭὯḠԅṖ

ѭứώӗ￼Ӡἴ ιҨᴣứӐѭᾭὯἍῶד ᴵҨḫᾼ￼Ḡԅḫ  

҉ᶢ҈ӡỤ ғᵙғᵝו ấ ҃ḅї￼ӡỤḠԅ үԊἻ₩ᶚιԎѧḧѲ╚ יּ֫

҉ ι╚♃ ֫ѭḭἋ ι╚ ֱ֫ ҉ᵙḭἋṄԊᵃἨἻ Ẕ￼ үχ 

 

ᶂ  2 ҈Ӡ ḟԄ ҮԉἚ⁴ᶙ 

҉ḾіᶃѧјᵃḠԅṞớ￼ ḅїχ 

¶ ᾭὯḠԅχὝḭἋᶈ҉ ᾭὯחᶫѧ￼ўע ￼Ḡԅ ὐᾠץιת љ ָ ֫ љ֫

  љזḸ Ά ψ 
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¶ Ḡԅχўח ԋ￼ᾛӐ ἆ ט ￼Ḡԅ ὐץιת ￼ ҭ Ẕּז  

ҨᴣᾭὯᶴת ԋ￼Ḡԅίֺψ 

¶ ίֺ χḾת ◊ᵙᾭὯ￼   Ἃזὐּץιת ת   ת Ұ ψ 

¶ ẔּזḠԅχὝᶈ҉ חᶫї￼ўע ԋẔּז ￼Ḡԅ ￼זὐẔּץιת Ầᴧ ᴧṵ

ᵙӔּז Ά ψ 

¶ Ѯ ᵙ ḠԅχὝ҉ ᶫї￼Ѯ ᵙע Ḡԅ ιԎѧѮ Ṗת ὐ҉ץ ҉ḕӴ

҉ᾭὯẓ ҉ғᵝ￼ẕṖ εḅת ὉקίֺṖ ᾭὯẓ ת ֯ ζᵙӔּז

εḅת ὉѮ  ӵ CDN ᾰҭ ζψ Ṗ ὐץ Ὁ ᶎ Ḡԅ ԋ

VPN њ Ά ψ 

¶ ⱶתᵙᶢ ‟‗ḠԅχὝ҉ ᶫї￼ᾭὯѧỌע ת ⱶת ᾼ ת ҨᴣⱶתῸחᵸᵙ

ᶵ ת  

ᶈ  ι ҉⁞Ὧјᵃ￼ SPI├1҉ Ὸח ᶚᵇứҟ үԊἻ₩ᶚχ 

IaaS῾ῶ⁴ᶙѦσ 

҉ѭḭἋώӗ￼ῗᶢ ҉ғᵝι ᶚѮ  ὐ҉Ѯץ ҉ḕӴ

ᶎ ⱶתῸחᵸ CDN ҉ ᾯѦ҉ ᵙᶢתᶫẕṖ￼ⱶע

‟‗Ḡԅψ Ӕּז ҉￼ḭἋ ḾᾭὯḠԅ Ḡԅ ίֺ

ḠԅזᵙẔּת  

Ѯ ᵙ Ṗ ￼Ḡԅ ḭἋљיֱּת ҉ԊᵃἨἻ ᶈ Ṗ ѧι

҉Ḿ ὉקίֺṖ ᾭὯẓ ת ֯ ҉ғᵝẕṖ

                                                           
1 SPI SssS Software as a Service PaaS Platform as a Service IaaS Infrastructrue as a 

Service NIST 2011 The NIST Definition of Cloud Computing IaaS PaaS

SaaS  
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ώӗץὐ◖╓ᴧא ђӢᶶ ״ ῭Ὰ Ḭ ί Ḡԅ ὺᾼψḭἋת ḾṰ Ҁ￼҉Ѯ ￼ᾛӐ

ᾭὯẓḫӕᾰҭ ҉Ѯ  ￼ ӡ Ҩᴣּיԓᵇᶹ￼ ӡ ҨḠԅίֺז ℅ᶹι

҉ώӗᶢ ￼ᶹ DDoS ἴ ιҨӠἴᶴ҈҉ד Ẉᴶ ѧ￼ᴿ ◊јᴩ Ҋ ￼ὁ Ὸ

ᾢ֨ẽᵠψḭἋῶח ү ἴẊ Ṱת Ҁ￼҉ғᵝᵙԓ ᾭὯι ӆḅᵼḭἋ јẸת ἄ￼҉Ѯ 

Ѯטἆ ᵇᶹᴧט ỦỴᾢ֨εḅ DDoS ᾢ֨ ή ´⅜פֿ ᾢ֨ ζ￼ừֱ֙јᶈ ҉￼

ү ᶀ  

PaaS῾ῶ⁴ᶙѦσ 

҉ѭḭἋώӗ￼ῗẈᴶ ҉ғᵝι ᶚѮ ὐ҉ᾭὯẓץ ҉

ḕ ҉ ӡ ҉ ᾯѦ҉ ᵙᶢתᶫẕṖ￼ⱶע ‟‗

ḠԅιҨᴣѭẈᴶ ҉ғᵝώӗᾟ Ѯ ᵙ￼ד Ṗ￼Ḡԅψ Ӕּז

҉℅ ғᵝᵙῸח￼ḭἋ ḾᾭὯḠԅᵙ Ḡԅ  

ẔּזḠԅᵙ ίֺ ḭἋљיֱּת ҉ԊᵃἨἻ ԎѧιᶈẔּז

ḠԅṖ χ ҉ ḾẈᴶ ҉ғᵝ￼Ẕּז ֺḧẊḫᾼ ￼Ḡԅ

ίֺὺᾼιẁיḭἋ֟ṈӡỤḠԅ￼ἄ ᵙἮԄψḭἋֱ ḾẈ

ᴶ ҉ғᵝ ⃰ ￼Ӕּז ιẊ⁞Ὧ῭ ￼Ḡԅ ᾯᵀ ᶹ￼Ḡԅ εḅד Ұ ת ζ ℅

ᶹιᶈ ίֺ Ṗת χ ҉ ίֺᴶ ᶼѭḭἋὟ ώӗᶢ҈ ￼ ίֺ ᴺӠἴ ᶺ

ᵼḒ Ұ ᴅ♇︡ẹ Ḡԅ חψḭἋֱẔ⁞Ὧўד ∂ᵙᵀ ∂ι תẊᵀת ҉ғᵝ

￼ ᴺᵙ   

  



                                                                                                                                 

 
 

19 
 

 

SaaS῾ῶ⁴ᶙѦσ 

҉ѭḭἋώӗ￼ῗẔּז ҉ғᵝι ᶚѮ ὐ҉ץ ӡ ҉ᾆ Ҹ

ᶃҚ ָ ҉ ҡẕṖ￼ⱶתᵙᶢ ‟‗ιֹѮ ᵙ Ṗ ι

ҨᴣẔּזṖ ￼Ḡԅψ Ӕּז ҉℅ ғᵝᵙῸח￼ḭἋ ḾᾭὯḠԅ

 

ίֺ ᵙת ḠԅֱּיḭἋљ ҉ԊᵃἨἻ љ PaaS‟‗₩

ᶚḠԅ ү ӆιᶈ ίֺ Ṗת χ ҉ ѭḭἋὟ ώӗᶢ҈

￼ ίֺ ᴺӠἴ ᶺᵼḒ Ұ ᴅ♇︡ẹ Ḡԅ ψḭἋֱד

Ẕ⁞Ὧўח ∂ᵙᵀ ∂ι תẊᵀת Ẕּז ҉ғᵝ￼ ᴺᵙ  ιẊ ӠᶈḠԅᴵί￼ע

ᶫїӔּז ᶈ Ṗ χ ҉ ᶾ ўחḠԅғᵝ ᶼѭḭἋώӗ ᶵ ᶚ ָ ︡ẹӠἴ

ẔּזḠԅ ╜љזᶁ Ẕּ֫זᴧ▓ ╜ Ḡԅ SDK   ₅╜ ḠԅӠἴ ψḭἋֱẔד

ᶵεḅ כּ  PC כּט ζ￼Ӕּז ֺᵙὶԄίֺιẊᵀת זּ ҉ώӗ￼

Ḡԅ ד ệḢᵱ￼ḠԅӠἴ  

ᾐѥ SPI҈ ῾ῶѦσ 

ᾭὯ￼ḠԅớῗứεӐѭᾭὯᵪ ￼Ἅῶ ζᶈַּ҉ז ᶫע үӍўט╗ח ỷ

￼ԋ ᵼ ѳ ᵼ℅ιứ ӠᾭὯ Ḡԅᶊ ָљ֫ ιẊᶈ҉ ᶫїᾯᵀᾭὯע ⌠

Ḹ ᾭὯḕӴזḸ ọ ￼Ἡ ἐⅎ ҉ώӗ￼њḲῸחᵙ Ḿ ￼Ἡ ᾟὙι ᶼẁיứ ῶ

ᾦ ᵀת￼҉ ᶫᾭὯӠἴὺᾼιע ứᶈӔּז ҉ώӗ￼ IaaS PaaSᵙ SaaSṖ҉ғᵝᵙῸח￼

ᵃῊι ệ ї і￼ԅ ḠԅӠ  
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є ᾎὊḟԄ 

Ö ỠַײⱳҒᾎὊᶇ ҈ѕḟԄᵇψ 

Ö Ỡᶇ↕ԚỡӓⱴᾩὝӖַײѥҙ Ӡ ᾴᵊỆָӟἑψ 

Ö Ѭ҂Ήḃᶉӟ ỠַײᾎὊḟԄε ᵊὝӖ ҍᾎὊ ⱣѕַײẤ ψ 
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3.1 ḟԄַ҈ײѕᾎὊ 

 

ᶂ  3 ҈ѕᾎὊ ᴄ ổᶂ 

ẸḭἋ ὍӔּ҉זғᵝᵙῸחӐѭўח ￼Ἡ ᶢ ῊιọⱡҺṄ ԋ￼ᾭὯ ҈ԇῶ҉Ὸחώ

ӗᵬ￼҉ ᶫѧע ῞ ừ֙їιḭἋ￼ᾭὯҺ ᴗѕѦѮ ⅎχі҉ ⅎ ҉ѧ ⅎᵙї҉

ⅎι⅛ Ѧ ⅎѧḭἋᾭὯ￼ӠἴӚ ♇ᶎῶјᵃ  

Ӑѭԇῶ҉Ὸחώӗᵬι ҉ ấ Ӿ￼ḠԅἩ ἐⅎᵙԅ ￼Ḡԅ ӌת ι Ӡứ￼ᾭ

ὯјҺᵼѭ ҉Ẉᴶ  ғּוӠḸớ ᴵּזớᵙḢᾯớ￼ ℅ᶹι ҉ấ ἍῶḭἋẔ

ῶᾦ￼ίֺὺᾼӠ ᾭὯ Ẕּז ᵙ ᴺ￼Ḡԅιᶈ  3.2 ѧṄᵇứҟ ҎᾭὯӠ

ἴ￼ῳӓḫ ӗᴠ  

3.1.1 ѕ҈ ₡ᾎὊӟἑ 

і҉ ⅎѭḭἋᶈ ҃҉ғᵝẊ ụẸ￼Ầᴧ ╜ ṪӐᵅιṄọ ￼ўחᾭὯ/ּוғ

҉ғᵝѧ￼ Ѧ ѧιứᴵ⁞Ὧứ￼Ḡԅ ∂ᵙḫ ί ד Ὅᵀ ￼ᾭὯҽ

ΆẪљҽ ᴃ εḅ HTTPS SSH ζψᵃῊιứᴵ Ὅ ҉ώӗ￼ Ὸחғᵝ ệ῭ ￼Ḡԅ

ớӠ χ 
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҉њ ὶԄεDirect Connect ζῗּי ҉ᵙ ᵬᵀӐҹӃԊᵃѭứώӗ￼њ ιњ

ὶԄ ᶼ Ӡứ￼ҲўӡỤѧỌљԇῶ҉ ᶫѳע ￼ᾭὯ ӡḊ ᶴᶈ꜠ ￼ ѧιҡⱶת

Ṗ ḫאљҊ ԎҤ╙ ￼ ιῶᾦ ᵎ ή Ἀ ᾡ ᾢ֨ ѭι

Ԏ Ḡԅ ḧ￼⸗ớ ᶼ◑ ᾤҲ ᶟ￼ љᵀ ∂ψ 

҉ IPsec VPNᴵᶈҊ ѳіѭḭἋώӗḠԅ￼ҽ ι זּ IKEᴃ ￼ ԊҕḸ

Ḹιז ᶼ◑ ứ ᶽᶺᾭừ֙ї￼ Ḡԅớ ∂ ℅ᶹι ҉ IPsec VPNԏᶵ ԋṖᴥ ♬ᶵ

Ұ ιẊӹ ᶺ VPN ԋḫא῭ ṾḴ￼Ḡԅ ὶԄ  

ứᴵᶈі҉ ⅎ ὶֳấᾺ￼ᾭὯιֳấῊẔᴠⱢứ￼Ҳўῃḧ￼ᾭὯ֫ ֫ ‰֝ ҄Ὰ￼ᾭ

Ὧ Ẕ￼ ớ ָιҨ℅ ḧᾭὯ￼ӔּזΆẪᵙḕӴӈ ιҨᴣῗᵋ ᶈḕӴῊ ḸӠḕז  

3.1.2 ҈Ѧ ₡ᾎὊӟἑ 

҉ѧ ⅎῗḭἋַּזṰ ￼҉ ᶫע ўוּחғ╗ט￼ ѧҺᶴתᶽ Ἃӡזּ￼

Ụ ўח ◊ ḕᾰҭ ᾧỵᾭὯιᵼ℅ Ḣᵱ￼Ḡԅ ί ֺ Ӡ҉עᶫїᾭὯ ￼Ḡԅ  

ứ￼ўחᾭὯᶈ ҉ѧṞ҈ῳ ָ￼ӠḸᾭὯιḢԅặứᵪ Ἅῶ ҉ấ ҃ ẙ￼ᾭ

Ὧ֫ ֫ ṖתιẊᶈⱶ֝‰ת Ṗ Ṗ ᵙẔּזṖ ҃Ḣᾯ￼ Ұ ᵙ ί

ֺ ιד ᵀᶢ҈ᶽᾭὯ￼ầẂ ѭ ί ֺιӠἴứ￼ўחᾭὯјҺᴩֹ ά  ᵙ ᶐψᵃῊι

ᶈ קט Ṫԏק￼ ἐⅎת ᵀїιүӍ ҉ԓ Қᵔᶈ῾ ệứ￼ά Ὴᶎῂ│ ứ￼҉

ўחᾭὯ  

⅛ ӈԇῶ҉ḭἋ Ԋҕ ҉ώӗ￼ẕṖⱶת ҭ ҉ Ѥ￼Ầᴧ ӠјᵃḭἋѳ

￼ўחᾭὯᵙּוғעᶫ ᶼḫאῶᾦ￼ ιץὐ Ὁ  ӵ ᾭὯẓḫӕ ῶ
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Ḿ ḕӴᾰҭ ḅ‛ứ￼ўחῶ῭ ָ￼Ḡԅ ∂ι ҉ᵃ‾ ᶼѭứώӗ꜠ҕ

ḶѮ  ◊￼҉ғᵝ├1ἆᴵ ὶ Ҁᶢ҈҉עᶫ￼ⱶתῸחᵸ├2  

ᶺזַּ҉ ḠԅἩ ᵙ ứӠἴᾭὯḠԅיἐⅎẁת זַּ ҉ώӗ￼ ὁ Ὸחᾢ֨

εAnti -DDoSζ ιד ᵀԄӜ DNS Ὑ₅╜ Ḡԅ ἴ ´/⅜פֿ Ӡἴ ᶺṖḠԅ 

ֺιḫאứ￼҉ ᾭὯјᴩ Ҋ ἆԎҤ Ἃ￼ỦỴᾢ֨ ᵃῊι ҉Ѽ⁞Ὧᴿ҉ғᵝ￼⸗ớι

ѮҡᾭὯḫῊ♬ᶵזּ ֑ӎḕӴ ᶺᶊᶵҰ ΆẪӠ ứ￼ўחᾭὯḠԅᴵ ιὙ ᴵּז  

3.1.3 і҈ ₡ 

ứ￼Ҳў ўחᴪ῭ἆ῾ IT ֮ ῥῊ Ầԇῶ҉ ẈᴶῊιᴵҨ ὍᶈүӍῊ Ḿ҉

ᾭὯᵙּוғעᶫ ᶵҰ ҉ώӗ￼҉ғᵝӹ ứ זּ ẪᶵҰ֝‰￼זּ ứ￼ᾭὯι

ћứ љі҉זּ ⅎ ᵃ￼ҽ ΆẪᵙҽ ᴃ ιἆӔּז ҉њ ὶԄ IPsec VPN Ὸחғ

ᵝι Ӡứ￼ᾭὯᶈї҉ ⅎῊḠԅᴵ  

Ẹứ￼ԇῶ҉Ὸח ₿ᵅι ҉Ṅ ỈѤ￼ ᾝ ἆⱶתᾝ ΆẪιᶈḾứ℅ׁ Ҁ￼

ᵙḕӴ ◊ ᵻᾠַּׁזẾẕֵ ứ￼ἍῶᾭὯ  

  

                                                           
1   CDH (Cvm Dedicated Host)

 
2  CPM (Cloud Physical Machine)  
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3.2 ⱴỦᾎὊӟἑḪ  

ẁיḭἋ῭Ḅ￼ḫאḠԅᵀ ῗ ҉￼⁄ỌҮӪѳ ҉ấ ἍῶḭἋᶎẔ ᵀ ӂ ḫ

ừ֙ᵙḠԅ ∂ιẊ ῶᾦ￼ίֺὺᾼ ℓώ҉״ ᶫ￼ᾭὯḠԅע  

ᶈ℅ι ҉Ṅҡ ӡỤ ўחᾭὯљῄỐӡỤѕѦԋ ԓḳ ẙιᵇứҟ ḅӍ῭Ḅ￼Ӡἴ

ṯ￼ўחᾭὯ  

3.2.1 Ӡ ӟἑ 

Ӑѭ ᴨᾭὯ￼ ι ӡỤ ᶼ ₿ḭἋᾭὯᶈ῾ ά ừ֙ї ᵙӔּז ᵼ℅ι ӡ

ỤӠἴẔῗḭἋᶈўח ￼ѧט╗ ♇Ḡԅ ίὺᾼѳ  

҉ ᶼ Ӡứᶈίֺᴶֳấ/Ӣᾡ￼ ӡỤῗḠԅזḸẊ ῶᾦ ḕӴᶈ҉עᶫѧ  Ӈῗι

ứҠ ṇỌᶊ֫ᴧ Ӕּז ⅓љўח ԋ￼ ӡỤι ԁứ￼ᾭὯ ἆזּ◓ ᴨ ҉ấ χ 

1. ԁ ҭ ᴏῊ ΆẪ῎ᾰҽ ԋ ￼ ӡỤψ 

2. Ẕ ԁӔּזԊּז ᴺιᵃῊᵻᾠԏῶῳ   ￼ ᴺιẊ⁞Ὧῳṇ  ᴝֱᵙўח ∂ֳấјᵃ

￼ ᴺӡỤψ 

Ḹזּ .3 Ӑѭ ӡỤῊιḸ Ẕԏῶ ḧ￼ᶶ ẙιẊḧῼ῭Ὥψ 

4. ᴵ ᵀӔּזᶺᵼ ├1￼ΆẪιḅӔּטזỗḸ ᶵἆἐ טỗḸ ҇₭ ψ 

5. ᴣῊ▐תṰӯּזἆῂᾦ￼ ӡỤψ 

6. ẹḢᾯ￼ ӡỤӔּז ẹιḧῼ֫‘ầẂӔּז ẹἆ ḧḫῊ Ӫ  

҉ѭḭἋώӗ￼ ӡỤ ᶚץὐχ 

                                                           
1 MFA (Multi -factor authentication)  

MFA Something they know , Something they have Something 

they are

2FA Two-factor authentication  
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¶ ᴺḸ χ ҉ώӗᶺ ᴺ ות ιẊ ᵀẶḸ Ḡԅ Ҩצּ Ῡד ᾢ֨ ѭψ 

¶ ҇₭ χ ҉ώӗטỗḸ ιד ӠἚ ᾧỵᾛӐῊεḅֵ ḫӕ ζ￼ ᴺḠԅψ 

¶ SSHḸ χ ҉ώӗᶢ҈ԇ ᵙ ￼ SSHḠԅ︡ẹו ιḠԅớ⅝῞ ᴭҧ῭ ψ 

3.2.2 ѝזᾎὊӟἑ 

҉јҺ ἆ ủḭἋᶈ҉עᶫѧ￼ḭἋԓḳιḭἋԓḳ ҉ԓ ḧѲѭ Ḹ ָι≡ῶ

ḭἋά  ԓ Ḭἥᴣ ẔἩ ᾟὙιүӍҚῂ  Ḿ҈҉і￼ўחᾭὯ￼￼ ᵙӠἴιת ҉

ấ ⅛ѦḭἋ⁞Ὧ Ḡԅ‰֝εḅ￼זּ ISO/IEC 27001: 2013 ISO/IEC 27017: 2015 Ӡἴ

∂ ζҨᴣᴿ Ҳўῃḧ￼ḠԅӠἴ ֺḧѲᵙḫᾼ҉іўחᾭὯ￼Ӡἴ ὐӇјץ ҈χ 

1. ῶᾦ ָ҉і￼ўחᾭὯẊӘⱢ ᵀўח Ḡԅ ∂￼ΆẪ ᾭὯ֫ ψ 

2. ᶈᾭὯ֫ Ḣἄ￼ᶢ іιḧѲẊ ҄јᵃ ָᾭὯ Ẕ￼ εἆ ζψ 

3. Ὑ ῭Ὰ ғӡỤιḅῶҭᴵấ ҉ᾭὯ ғ ת ἆљṰῶҲўԓ ғ ת Ḿ

ὶᾡ ψ 

4. Ḿјᵃ ￼ᾭὯӡỤֺḧјᵃ￼ᾭὯḠԅ ֱ ￼ᾭὯӡỤẔ Ѥ῭זּ

 ῭Ḡԅ￼ӠἴὺᾼιḅᾭὯḕӴזḸ ᾭὯẓ Ḹז ҽ Ḹז Ӈ ├Ỵּז҈יḸᵙ

Ḹ ḧ￼Ὴ ᵙ Ḹῶᴵזιᵼ℅ᾭὯד ẽᵠᾭὯ￼Ӕּזᾦꞌψᴰ Ά ι ḭἋ

ὍḾўחᾭὯ Ḹιֱז ḾḸ ћḇᵱ￼  ψת

5. Ҋ ўחᾭὯῊιấ ♀ᶬ ԄӜ ἴ ἰὁ Ὸח ֺ

◊ᵙ ‰Ḿ ψẸḭἋῼῺṄἍ Ҁ￼ԇῶ҉ẈᴶљҲўԓ Ὴι ҉Ặ♥ấ

￼Ḡԅזּ ὶΆẪεḅ VPN њ Ḹז ζι ӠјҺᵼјḠԅ￼ ὶṀ Ҳўԓ

Ҋא֧ ᴭψ 



                                                                                                             

 26 

6. ᵀת זּ ҉ώӗ￼ ῶ εVirtual Private Cloud ζғᵝι ᵙ ֮҉ Ẉᴶԓ ￼

Ḡԅתᶟ ᴵַּז ῶ ו ḫאḅ⁄Ọּוғ ת Ầᴧ╜ ḾᶹҐҊ јᵃ ת

ᶟ￼Ḡԅ֮֫љ  

3.2.3 ᾤỏӠ ӟἑ 

҉ ֫‘ᵙᶴתԇῶ҉ғᵝẕṖғּו￼ ἋṖזּ ῄỐӡỤιץὐⱶעתᶫ ᾼ

ᶵ Ὸחᵸ ҭ ὉίֺṖᾛӐ ᾭὯẓ ת Ӑѭ ҉ԇῶ҉ғᵝ￼Ӕּז ιứҠ

ԋ├ᶢ҈Ԋῶ҉ Ẉᴶ￼ўח ᴿ￼וѧἍғּט╗ ῄỐӡỤε ẹ ᾛӐῄỐ ꜛỗ

ӡỤ ᵓ ӡỤ ώ ζιҨḫא῭Ḅ￼Ḡԅ ίᵙ ᶴ ҉ấ χ 

1. ᵀזַּת ҉ᴿ ҉ғᵝώӗ￼ῄỐ ẹו ι ᵀ ҉ίֺᴶḫ҉אғᵝᾛӐљ ￼ḫ

Ὴ ίψ 

2. Ḿ ᶈ҉ғᵝѳі￼ᾛӐ Ẕּז ẑ ᾭὯẓḫӕ ḧῶᾦ￼ῄỐ ות ψ 

3. ᴵ ѧ￼ῄỐᾠ ᵙ֫‘ ẊḾ Ḡԅזᶁᵙ  ίι⁞ὯῄỐἍᵍ￼ӡỤᾧ

ỵ ẙḫאјᵃῄỐӡỤ ӠḕἆזḸψ 

4. Ѥ ֺῄỐӡỤ￼   ιḅ ᶈҊ ѧҽ Ẕ ￼Ḡԅזּ ὶΆẪεḅ VPN њ ז

Ḹ ζ ӠῄỐӡỤј Ѣ᷂ἆ ᾡψ 

5. ῶҭ￼ừ֙їιᴵ Ḡԅ￼ᶥ   ᴨḢᾯ￼ᾛӐ︠ ιẁיứ￼Ҳўḫא ᵙ

ѭḬ  
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3.3 ӟἑ 

҉ ԇᴻɒ ֬ҨּזἋҮӪѭӘặɓ￼ ỔιṎԎת љḭἋấ ѰὙ ￼ӡү

ԋ ҉Ҩᶓḫ￼Ἡ ᶢ ᵙḢᶵ￼ ιֺ ת ӠḭἋ￼ ἋӡỤҨᴣἘ ￼ḭἋԓḳệֹ

ԅ ￼Ӡ  

ѭ҃῭ḄᶊѭḭἋώӗḠԅ ᴵӡ￼҉ғᵝᵙῸחι ҉Ṅᶈứ ᴺ├ԛ ת ἆḫᵄ

ѧ Ẹᾠ ứ￼ѦҚӡỤἆҲўӡỤιẊѤὟⱢ ҉ ᶲ῎ ᵙ ᾤ ├1

ᾠ Ӕּז ḕӴᵙ֫ҕứ￼ ԋӡỤ  

҉јҺṍ ἆἶ ứ￼ḭἋԓḳ ѭ ӠứḾ ṯ￼ḭἋԓḳԏῶᵪ ￼Ἅῶ ᵙίֺ

 ι ҉ṄҺ ᵇứᵓד Ṱḫᾼ￼ ӠἴᵙᾭὯḠԅἩ љ ὺᾼת  

  

                                                           
1 http://www.qq.com/privacy.htm   

http://www.qq.com/privacy.htm
http://www.qq.com/privacy.htm


                                                                                                             

 28 

 

 

 

 

 

 

 

 

 

 

 

ᵹ ᶡ︠ḟԄ 

Ö Ỡַ҈ײ♩ᶪᾴᵊҹ ⱴỦײַַ ψ 

Ö ҈Ḅӌӟ ҈ẇᴵַײѝזἵ ײᵘ҈Ғᵜַג ᴴⱴ ψ 

Ö ҈ὝӖᵣҍḟԄҒᵜᵘΐזψ 
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4.1 ◓ⱣḟԄ 

Ӑѭ҉ Ὸחώӗᵬι ҉ ⅛ѭד ѦḭἋώӗḠԅ ḧ Ὑ ᴵ ￼ⱶת ᾼᶢ

҉ӘὯᾭὯѧỌ ԋ￼ᶂ ‰֝ᵙ ∂ιấ ҃ ᷿ԅΆӈ￼Ḡԅ ӌת ιҡֺẙ ιֹצּ

╙ ιẊת ᵀѤ￼ ḻḬ ι Ὑ ᾡ Ӡ ҉ ᾭὯѧỌ￼ⱶתᵙעᶫḠԅ  

4.1.1 ᶡ︠ ᾜḟԄ 

דכּ ╦ ᵙ כּ ἴ ᶢ ᾼḠԅḾ҉ ᾭὯѧỌ Ἄ ῗῳѭᶢ ᶫע￼ ᾼι

ѼῗӠ ᴵּזớῳ ￼Ά ѳ ҉ᶈԅר￼ᴿᾭὯѧỌᶎὟⱢ ԋᶂ ‰֝ᵙẸᶊḠԅ ∂

ᶍ ấ ἆ ᴿᾭὯѧỌּדכ ᵙ ᶎ זּ ḧớԅ֑ӎ ιᶈүỴᴅ ᶵᾥ

ừ֙їιᶎ ӠᾭὯѧỌ￼ּדכᵙӗ֚Ὑ ớψᴿᾭὯѧỌᶎ ᶵḢᾯ￼╦ ιץὐḧ♇תᶟ♀

♅ә╜ ♀♁ӌ↔ט Ҩᴣӗ ỚӔּז￼ἐט♁♀ ψᴿᾭὯѧỌԓ ԅ Ḡ ᶊכּ

―ι  ₨ ιћᶎḠ ὶᶊ ιּזҨ כּ ᶵṾ￼Ὣḱ ℅ᶹι ҉ ∂Ἅῶ Ἄ

חҚᵔḧῼὶᴩўת ớẔỚ◗ ᶡ ιҨ ӠᾭὯѧỌᶢ ᾼ￼ḠԅӠ ệֹῶᾦ ḫ  

҉ ♇ ᴂᴇ ᴂѠ ▪ ╤ᶹ ᶺѦᶊתιḭἋᴵ⁞Ὧўחᴧṝ ∂ᵙᾭὯḠԅ

∂ι Ѯ♄╗ᶊṄᾭὯᵙ ҈јᵃᾭὯѧỌἆјᵃתᶟιҨӠ ўח￼ḳ♅ớ ∂ ᵃῊιḭἋ

ҡ Ὅ ҉ẦḊιᴏᴵ ệּי ҉ᾭὯѧỌώӗ￼ᶢ ‟‗ᴣעᶫ ᴵּז⸗ớι⅝ḅӗּכ

♀♅₅╜ ἴ דט ԏᶵ￼♅ᶵᵙ֑ӎ ד  

4.1.2 ὔֹֹẘ 

҉ḾᾭὯѧỌјᵃתᶟḧѲ҃￼ѕ Ḡԅ ָχ 

¶ ḟԄשᶞιјḕᾣԇᴻ ᶵιј╧ᴣԇᴻўחӡỤιјẽᵠ Ἄᾯӌ ￼ԇԊתᶟι

ḅ ת ψ 
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¶ ᴨ ḟԄשιḕᾣ ᶵιј╧ᴣ ᴣᾧỵӡỤιјẽᵠ Ἄᾯӌח ᶟιḅת￼ IT

 Ἄ ẓἌ ψ 

¶ ẘᴨ ḟԄשιḕᾣ ᶵι╧ᴣԇᴻ ᴣᾧỵӡỤιẽᵠ Ἄᾯӌח ᶟιḅᶢת￼

ᾼת ᾭὯѧỌ Ἄ  

ᴿᾭὯѧỌ⁞Ὧјᵃ ᶟḠԅת￼ָ ∂ֺ ҃Ѥ￼ᶢ ᾼᵙעᶫ ίֺ ⁞ὯᾭὯѧỌҚ

ᵔ ָᵙ   ιấ ҃Ḣᾯ￼Қᵔ ίֺḠԅ ιḫאḾᾭὯѧỌ￼ᴿ Қᵔ￼ ᾛӐ

ѭ￼ῶᾦ ί Ԏѧι ά  ὟⱢјᵃḠԅ ᵙјᵃו ᶟת￼ ֮֫ιᴿ  ἆṪӐ

Қᵔ֧ԄᾭὯѧỌᶎ Ұ⁄Ḿᵙ ⱶᵝ₅ιẊ︡ ᾊṾⱶᵝ ҡעᶫίֺ ẙιᴿᾭὯѧỌ

Ḿ ֧ѼῶѤ￼ ת ḧᵙίֺὺᾼιἍῶᵔṪѦҚ ӗẔᵬ ӡỤ︡

ιћҝӹ ệά ￼ ԄᾭὯѧỌᵕ ᶫע   

҉ᾭὯѧỌ￼ ί Άת ᴿ Ἄԓ ṪӐҐὶת Ԅᴭᵙ֧ת ԓᴿấת ⱶ￼֧

Ԅᴭιᶎ ᶵ҃ 7*24 ṇῊῂ ♇￼ ίᵓ εἍῶ ί ẹᶎӠḕ ᶼ￼Ὴ ẊḠԅḕӴζι

ẊּיӠḠḯ 7*24 ṇῊӪḟψἍῶᶹ Қᵔε ḭ ӗẔᵬἩ Қᵔ Ҧ Қᵔ ζᶈ Ἄ ẓἌ ᴩ

ᶟת ᾛӐῊιᶎ ⃰ẪḬἥά ẊּיḠԅњҚ ᵃψḾ҈Ἅῶ￼ᾭὯѧỌᾛӐҚᵔᵙᾼṪҚ

ᵔι ҉ ∂Ԏԏᶵ ẔṪӐ ᵙ ιẊḧῼḾ ԋҚᵔ ḠԅỴ ᵙ ᶡד   

4.1.3 ḟԄ ᵘḫ  

ḟӟ  Ᵽ 

҉ᴿᾭὯѧỌ￼ḠӠҚᵔ⅛ῄᶎѤ⁞Ὧ ₅▐ᴅᵙ ₅ ֮Ḿᴿ Ἄᵙ ᶵừ֙ ₅ι

₅ ꞌјӉ҈⅛ 2ṇῊ/₭ιẊᶈ⅛Ѧ₅♇ ᵄẊ ẹ₅Ὴ ι ῆᴧאḠԅ ҆ҭιҺ ᴏᵏ

ᾭὯѧỌ Ἄט ת Ớ╙  

ḟԄ҅Ҭ Ᵽ 
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ᴿᾭὯѧỌᶎṰֺ ҃ⱶתḠԅẔỚ ιẊḧῼ ᾭὯѧỌṪӐҚᵔ Ḡԅ◗ ῆᴧּו

ⱶתḠԅ҆ҭι Ṅ ᶼ ᴏּוᾦẊὝṀ ԋҚᵔҨῳᶽᴵ ӠἴḭἋ ғ  

◓ⱣḟԄḫ  

ᵃῊιѭ҃ Ӡі ὺᾼᵙ ￼ ᶊἚ ι ҉ ấ ҃ḧῼḠԅḬ ẙι⅛Ѧḗẙֺת

ḾⱶתḠԅאᶋᾛӐᵙ ת Ḭ ιẊ ֧ԓ Ḭ ἵᵓι ᵙὸטⱶתḠԅḬ ♇￼ᾡ  
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4.2 ḟԄ 

4.2.1 ḟԄ῾ῶ 

҉ώӗἄⱦ￼ Ḡԅ‟‗ιץᵍ ♀ᶬ ֫ṵẪ ἴ ԄӜ web Ẕּז ἴ ᶺ ἴ

 ֺιҨẔḾ Ҋ ￼ᴿ ḍ  

 

ᶂ  4 ҈ ḟԄ῾ῶ ổᶂ 

Ḿ DDoS ᾢ֨ι ҉ѭứώӗ ᾦ￼֫ṵẪ ἴ ד ԎѧιBGP ιὶԄ 21 BGP

ιԅ ᶂԓᶹѮ╙ ᵬιṾ‖ ḧ￼ ӌ ιᵃῊὊῶ 4T ἴṾḴιῗᶂԓῳᶽ￼

BGP ғᵝιᴵѭ▫ἃ ᾤẗ ᴿ ḭἋώӗ ḧ￼ ἴψ℅ᶹι Ḿ ўחιἅҪώӗ



                                                                                                                                 

 
 

33 
 

ι ᾦטỗ ẙ ╙ ιῶᾦ ҉ԅᶂі︣Ѧ ἴ ♇￼֑ӎṾḴᵙ ἴ

ιώӗῳד 4T￼ ד Ἀ₿ 2016 ẉ 10ῴҰι ҉  ẉἹ 50 є₭ DDoS ᾢ֨ιᾢ

֨ṤӪ 400Gbps  

 

ᶂ  5  2016 Ẉ 1 ῐ-10 ῐ ҈ DDoS ᾃ֧ ⁸ᾎ  
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ᶂ  6  2016 Ẉ 1 ῐ-10 ῐ ҈ DDoS ᾃ֧ ∫ αGbpsβ  

ѭ҃῭ḄᶊӠἴḭἋ Ḡԅι ҉ώӗ҃њў￼ԄӜ ἴῸח ᶈ 2016 ẉіᴁẉιWeb љѮ

  ἴṖ ῶ Ẃ֧ ￼ א ᶈWeb ἴṖ ι ₅╜ᴧאWeb ◖╓ 120 єѦιWAF Ὃ

Ἀ 3қᶺ₭Web ◖╓ᾢ֨ι ᴧאWebshell 1єѦ ᶈѮ  ἴṖ ιѮ Ῡד Ὃט

Ἀו ҡ 2016 ẉ 1ῴ-10 ῴὋἈῩד ῴẙᾭ ֹ 14қᶺ₭  
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ᶂ  7 2016 Ẉ 1 ῐ-10 ῐ ҈╩∕ ἑῐẘᾎ  

ὶԄḠԅΆ ι ҉￼Ἅῶᶹ ὶᴭ יּ Tencent  GatewayεTGWζ ᶴתιTGWԏ

ῶᴵ ớ ἛṝớẶ ớ ἰᾢ֨ Ặד ⸗♇ιώӗ҃῭ז ᾦᵙḠԅ￼ ԓ ὶᴭ

ᴵּי ҉ ֫ט εᶢ ζιѼᴵּזּיἋ ḧѲε ῶ ζ  

4.2.2 ӠḟԄ 

ḭἋᶈ ҉҉ғᵝίֺᴶі￼ ӡ ᴩֹ҃ HTTPSḠԅᴃ ḸӠἴז￼ ứѼᴵҨ Ὅ ҉ώ

ӗ￼Ḡԅ ᾭὯҽ ιḅ҉ Ẉᴶԓ ḫӕѳ ￼ Ὁ ῶ VPCιҨᴣ Ҋ

ὶ҉ Ẉᴶ￼њ љ VPN  

℅ᶹι ҉￼҉ғᵝἍώӗ￼҉ APIὶᴭԏῶ HTTPSזḸ ᵄ› ꜛỗ ╜ Ḡԅ ιד

ѭứ￼ўחώӗ ᴭ ָ￼ ӡḠԅӠ  

4.2.3  
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҉ֺḧ҃Ѥ￼ԓ ֱι ⱶתᵙ ΆẪḫאԓ ԇה￼ Ầᴧ

╜ ғוּ ￼ ίֺᵙ ףּ ἴψ ҉ Ӡ ά Қᵔ ₿ үӍԓ

◊ψҨᴣιἍῶᵔṪḅ ҡԇᴻ ׁỀּוғ ẦṝῄẂ Ὴι ọ ᶥ  ︡ẹּוғ  

ᵃῊι Ḿ҉ ἋṖזּ ￼ ι ҉ώӗ ὉקίֺṖ ◊ ίֺ צּ ҉Ẉᴶԓ

ῶ צּ Web ίֺᴶ  ֫ љ Ұ ὶᴭҺ IDљ Ḹ Ḡԅ ֺι Ӡ

⅛ӈּזἋᴱ ԎṰ Ҁ￼҉ ◊ιῶᾦḫאᶺּזἋѳ ￼  

4.2.4 ԝӍ 

҉ᾭὯѧỌ ṵԅרᶺѦתᶟι ѧᶂ ᶂ ᴇ ╖ ₰╖ ҍᶿ ᶊιᶈԅᶂὊῶ

100+ ♇ι ֧ᴭ֫ᶺѦᶊᶟḾὶᶺѦ ᵬι‗ấ ҉ ᶊᶟ￼♅ᶵ ιῶᾦᶊד Ӊ

ᵬԇ ᾥ Ṿ￼Ὑ ớẽᵠ  

҉ᶢ זּ N*N ￼֑ӎấ ΆẪι ᵀ Ṗיּ ￼ ỂҸӾᵙ ᴵיּ ớ￼╙ Ṫ

ẙι Ӡ ῸחјҺᵼѭᴅ♇ ᶵᾥ ѧᾸ ҉￼ ♇Ѽῗ זּ N*N ￼֑ӎấ ΆẪιᴅ

♇ᶈᾥ ᴧּוῊ ẙᵸḫῊ ט ιῶᾦӠ ớזᴵּ￼חἋўזּ  

 

ᶂ  8 ҈ԄⱢ ổᶂ  




















































































































