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EITEFATE : 2018-06-25 10:52:01

RIEEEMAER IP =18

FURIEKINZIIER HTTP #9,
RIS

http://119.29.29.29/d?dn=www.dnspod.cn.&ip=1.1.1.1

Hrp, dn REFIHANHS |
ip AR 1P, & ip AAK IPEIEE IP , BAUAEX HTTP #iR3ZATIR IP 9FEF 1P, LAY HttpDNS SEfRAFIRE
HIBRIA LIS TR,

HEEFE
SNER HttpDNS BEEIRZIGRLERY IP $5[A , NEHRRME IP,
LATFIERI91

http://119.29.29.29/d?dn=www.dnspod.cn.&ip=1.1.1.1
Ul

183.60.57.155
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Server: Http Server\r\n
Content-Type: text/html\r\n

Content-Length: 13\r\n
X-Cache: MISS from SK-SQUIDWEB-56\r\n
X-Cache-Lookup: MISS from SK-SQUIDWEB-56:8080\r\n
via: 1.1 SK-SQUIDWEB-56:8080 (squid/2.7.STABLE6)\r\n
\r\n
[HTTP response 1/1]
[Time since request: 0.044454000 seconds]

JRequest in frame: 54]
= Line-based text data: text/html

183.60.57.155

HEARFE

INFEBAFE , HttpDNS TiEEREIRLRIIPIER , MIREIZS,
LATRSIERAA

http://119.29.29.29/d?dn=www.dnspod2.cn.&ip=1.1.1.1

REIZFRE , ITNER7

CHTTP/L1 200 KPR

Server: Http Server\r\n
Content-Type: text/html\r\n

Content-Length: 0\r\n
X-Cache: MISS from SK-SQUIDWEB-78\r\n
X-Cache-Lookup: MISS from SK-SQUIDWEB-78:8080\r\n
via: 1.1 SK-SQUIDWEB-78:8080 (squid/2.7.STABLE6)\r\n
\r\n
[HTTP response 1/1]
[Time since request: 0.037405000 seconds]
[Request in frame: 70]
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HURERFINBIIER HTTP MY,
IERIETUA:

http://119.29.29.29/d?dn=www.dnspod.cn.&ip=1.1.1.1&ttI=1

ttl=1 FTrREKIREIERIE TSR TTL (&,
REIRY TTL Fis& TSR AR OE S O R.

LURSERAAI , FRERIRESR S £ TTL

http://119.29.29.29/d?dn=www.dnspod.cn.&ip=1.1.1. 1&ttI=1

REWEWT , TBARZBH/EFN TILEZ 607 :
183.60.57.155,60 :

SHTTP/1.1 200 OK\P\R
Server: Http Server\r\n
Content-Type: text/html\r\n
Content-Length: 16\r\n
X-Cache: MISS from SK-SQUIDWEB-78\r\n
X-Cache-Lookup: MISS from SK-SQUIDWEB-78:8080\r\n
Via: 1.1 SK-SQUIDWEB-78:8080 (squid/2.7.STABLE6)\r\n
\r\n
[HTTP response 1/1]
[Time since request: 0.064293000 seconds]
[Request in frame: 39]
= Line-based text data: text/html
183.60.57.155,60
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1. FpBEE I ARA

X HttpDNS RAVARAFILAGEFINEETNRE | fSUREIRIN ID fER | BZERE. iR,

S

2. BARLR

F—F . ERIEHRMGFRIER ID FXIRAIER

BTE . BERRER (WEFEER P, U IP FEME ) BRIV 1D #0258 , LA Des Y ECB =0 TI0% |, 15
A9 PKCS5Padding,

B=F L RIENEREK ;

HIUE - EINEAMNE ;

FhE  BEREE  REKEMERREZ S NAYFITER,

TmELL Android 9558 :

3. Android 745

3.1 FTRIEER

ST EEIRRIEE AU EIRIERARRIIDIINAYERTE | LA Des B9 ECB A=VBHTINGE | IHFEH A
PKCS5Padding. MRFEIERE IP 248, IP SEERAREGEINE.

try {

//IEIEE R

SecretKeySpec keySpec = new SecretKeySpec(encKey.getBytes("utf-8"), "DES");
/IEFEBDESE % , ECB= , B 5T /9PKCS5Padding

Cipher cipher = Cipher.getinstance("DES/ECB/PKCS5Padding");

V& =i

cipher.init(Cipher.ENCRYPT _MODE, keySpec);

/RN ISR 1

encryptedString = bytesToHex(cipher.doFinal(hostName.getBytes("utf-8")));

} catch (Exception e) {
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e.printStackTrace();
}

3.2 RiXiER
EEINESS | M HttpDNS fRSSEaARIEX :

//AnSEIRANNEFHFRTE | id JMRCAERIER ID
dn=ac7875d400dacdf09954edd7888877198&:ip=30958d60166547890566808556976250&id =18&ttl=1

3.3 ERMNWMNE
LIRBINEEIERKRIES HitpDNS f5 , ERinESKEI—SINZENER |

"60a111ecb44008ac1b32d1fdfb42aa8a96bade20444421dcf83362072c84cf2ad8f870dfb0a1e448"

3.4 ERMER

try {

/R

SecretKeySpec keySpec = new SecretKeySpec(encKey.getBytes("utf-8"), "DES");
//EFE(ER DES &%, ECB /=t , 7 589 PKCS5Padding
Cipher cipher = Cipher.getinstance("DES/ECB/PKCS5Padding");
/A

cipher.init(Cipher.DECRYPT_MODE, keySpec);

/R IS5

decryptedString = cipher.doFinal(hexToBytes(s));

} catch (Exception e) {

e.printStackTrace();

}
Elt , BERIEHEERIER TS

4. IRfEEN

WNRFEHA TV , AITLAGERLATINE R AR NINTIEE ( LEIIREREXIERIBEIMRINABFFR ) -

nz

http://119.29.29.29/en?v=www.google.com&k=weijianliao
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MSDKDnslInfoTool.h

v/
// MSDKDnslInfoTool.h
// MISDKDns

/Y
// Created by Mike on 3/25/16.
// Copyright © 2016 Tencent. All rights reserved.

//
#import <Foundation/Foundation.h>
@interface MSDKDnsInfoTool : NSObject

+ (NSString *) encryptUseDES:(NSString *)plainText key:(NSString *)key;
+ (NSString *) decryptUseDES:(NSString *)cipherString key:(NSString*)key;

@end
MSDKDnsInfoTool.m

v/
// MSDKDnsInfoTool.m
// MSDKDns
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//

// Created by Mike on 3/25/16.

// Copyright © 2016 Tencent. All rights reserved.
//

#import "MSDKDnsInfoTool.h"
#import <CommonCrypto/CommonDigest.h>
#import <CommonCrypto/CommonCrypto.h>

@implementation MSDKDnsInfoTool

char MSDKDnsByteToHexByte(char byte) {
if (byte < 10) {

return byte + '0;

}

return byte - 10 + 'a’;

}

void MSDKDnsByteToHexChar(char byte, char *hex) {
hex[0] = MSDKDnsByteToHexByte((byte >> 4) & 0x0F);
hex[1] = MSDKDnsByteToHexByte(byte & 0x0F);

}

NSString * MSDKDnsDataToHexString(NSData *data) {
char hex[data.length * 2 + 1];

const char *bytes = (const char *)data.bytes;

for (NSUInteger i = 0; i < data.length; ++i) {
MSDKDnsByteToHexChar(bytes][i], &hex[i * 2]);

}

hex[data.length * 2] = 0;

return [NSString stringWithUTF8String:hex];

}

char MSDKDnsHexByteToChar(char hex) {
if (hex >="0" && hex <="9") {

return hex - '0’;

}

if (hex >="a"' && hex <="f') {

return hex - 'a' + 10;

}

if (hex >="A"' && hex <="F') {

return hex - 'A' + 10;

}

return O;

}
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char MSDKDnsHexCharToChar(char high, char low) {
high = MSDKDnsHexByteToChar(high);

low = MSDKDnsHexByteToChar(low);

return (high << 4) | low;

}

+ (NSString *) encryptUseDES:(NSString *)plainText key:(NSString *)key {

NSData *srcData = [plainText dataUsingEncoding:NSUTF8StringEncoding];

size_t dataOutAvilable = ([srcData length] + kCCBlockSizeDES) & ~(kCCBlockSizeDES - 1);
unsigned char dataOut[dataOutAvilable];

memset(dataOut, 0x0, dataOutAvilable);

size t dataOutMoved = 0;

char encryptKey[kCCKeySizeDES] = {0};
strncpy(encryptKey, [key UTF8String], kCCKeySizeDES);

CCCryptorStatus ccStatus = CCCrypt(kCCEncrypt,
kCCAlgorithmDES,

kCCOptionPKCS7Padding | kCCOptionECBMode,
encryptKey,

kCCKeySizeDES,

NULL,

srcData.bytes,

srcData.length,

dataOut,

dataOutAvilable,

&dataOutMoved);

if (ccStatus == kCCSuccess) {

NSData * resultData = [NSData dataWithBytes:dataOut length:(NSUInteger)dataOutMoved];
return MSDKDnsDataToHexString(resultData);

}

return nil;

}

+ (NSString *) decryptUseDES:(NSString *)cipherString key:(NSString *)key {
if (cipherString && key) {

const char *tempBytes = [cipherString UTF8String];

NSUlnteger tempLength = [cipherString length];

if (tempLength > 0) {

NSUlnteger dataLength = templLength / 2;

char textBytes[datalLength];

for (inti =0;i < templLength - 1;i =i + 2)

{

char high = tempBytes]i];
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char low = tempBytes[i + 1];

char hex = MSDKDnsHexCharToChar(high, low);
textBytes][i / 2] = hex;

}

size t dataOutAvilable = (dataLength + kCCBlockSizeDES) & ~(kCCBlockSizeDES - 1);
unsigned char dataOut[dataOutAvilable];

memset(dataOut, 0x0, dataOutAvilable);

size t dataOutMoved = 0;

char decryptKey[kCCKeySizeDES] = {0};
strncpy(decryptKey, [key UTF8String], kCCKeySizeDES);
CCCryptorStatus ccStatus = CCCrypt(kCCDecrypt,
kCCAlgorithmDES,

kCCOptionPKCS7Padding | kCCOptionECBMode,
decryptKey,

kCCKeySizeDES,

NULL,

textBytes,

datalength,

dataOut,

dataOutAvilable,

&dataOutMoved);

NSString *plainText = nil;

if (ccStatus == kCCSuccess) {

NSData *data = [NSData dataWithBytes:dataOut length:(NSUInteger)dataOutMoved];
if (data) {

plainText = [[NSString alloc] initWithData:data encoding:NSUTF8StringEncoding];

}

}

return plainText;

}

}

return nil;

}

@end
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