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FARERTLAMER TLS RE API RIBXT R , £ AFAA. EH UserSig FIi3& UserSig . TLS [F& APl B #R(Ht
T 6 MEMARE TH , BEDBIRE Windows T 64 FdRIFE4E. Windows TR32(FmIFEE. Linux ™
CANTERIFIE . Linux R32AFmIFXAE. zip AR IE tar.gz 1&AVRAIEIE.

= TN
EEHE ETRRIRFAAXHE DI/ private_key #1 public key , 53IRIE FEAY ec_key.pem #
publicpem ., EEFAATABINEEX S

Linux &

TR{EMA
T XEHENOETEERRE | RNATEEFAERSEA TLS RIEE AP EZO%ER sig.

Linux TR sig FIEkEE sig
B AHEEIHIT tls licence tools |, BIH/T FEIAIARS :

$ /tls licence tools

i

current version: 201511190000

Usage:
get sig: ./tls licence_tools gen pri_key file sig file sdkappid identifier
get sig e.g../tls licence tools gen ec_key.pem sig 1400001052 xiaojun
verify sig:/tls licence tools verify pub _key file sig file sdkappid identifier
verify sig e.g.: ./tls licence tools verify public.pem sig 1400001052 xiaojun

B SCPR ERSEIERMRA, TEEETEE !

HUTHIIT FERSSATLIER sig -

/tls_licence _tools gen ec_key.pem sig 1400001052 xiaojun

SIMAISEERR -
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/s licence tools gen FAHXHERR sigiFEFMAYEER sdkappid FFid

PATSEILT T ERIAS S AT LABSR sig

/tls_licence _tools verify public.pem sig 1400001052 xiaojun

XN SERIRERR -

Jtls _licence tools verify 208834 E&1R sigAIfF AR E sdkappid FIFid

LA AS%ER sig i&7w -
AT /91858 sigid7

T ASERIRPENSHRTEN

gen 0 verify SBIFRER sig FOKEE sig AIES

pri_key file : FATHNHRYIEZ

pub_key file : A$AAHHIERER

sig_file : sig SHRIERIZ , ANRZBLERK sig , BBARSE sig EAXNE |, tNRERE sig , AFASNXANHEE
sdkappid : BlzERFARITE £ EHY sdkappid

identifier : FAFtRR , BIAF id

e =

HERHY sig BXEAA 180 X, FFREBREAE sig iISHART , FHARK sig.

C++ 0O

B788 include/tls sig api BRTHY tls signature.h , 34BN , tls gen signature ex2 #0
tls_check_signature_ex2 , RIERELER sig AN , FEEREE sig RO , FANSHFNIREIERBESELX
% tls signature.h

RERIHERASE , £ lib BRTETYIER !

F—jni
— jsoncpp
— openssl|

L— tIs sig_api

EEHHERRFSER libjsoncpp.a . openssl BRTH libcrypto.a #1 libtlsignature.a , BINFEEYEHERS
B -ldl #1 -1z, FEEETLAEE example/cpp/Makefile , 5T libtlsignature.a 3|FT openssl 1 json B9
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FFREE , FrlsEEnt libtlsignature.a HIASHISHEIHE.

TERIBERBA I LIIRE tls_licence tools Map<1T , BT ER(IXBAIFFAING | HEREERIIRE I LURERTT
KEHECRIIRERL .

=

NREFEZEAZTERA TLS 56 API RE | BEREFVIRMRI SRS 5B FEAYED

int multi_thread setup(void);
void multi_thread cleanup(void);

Java O

Ba Java #OER NI B95=(L. Java BRT tls sigcheck.class , & tls sigcheckjava f®iFEE , I0R
B jdk FFREMIEE , FREFBEITERRTLUG , wmiFwS/

javac -encoding utf-8 tls_sigcheck.java

BEEIREONBEEA comitlssigcheck , BRIRYFERGIAR example BRT Java hixA Demo BYELT53E.

F— com

| L—tls

| L— sigcheck

| L— tIs_sigcheck.class
— Demo.class

— Demo java

— ec key.pem

— public.pem

L— README

ZEiEZ| Java O BRIEAKY INI 895 , FrbAl Demojava ERTHEHA so BiES , FAERIEECHEN
jnisigcheck.so SCRREEEFATIER , E_HBIEHTERIFM jnisigcheck.so FAE lib/jni BRT. Demo BYfE
FAiES%E example/java/README ., THREEE :

i WNERTE Java RIBHERTSXIENSNER usersig |, FILIERE BIR=iSis BXANEA.
Java [R4&EEO

Java [FEEZOKET 5 NarEH, £ tls sig_api/java_native/lib BRT :
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— bcpkix-jdk150n-152 jar
— bcprov-jdk150n-152 jar
— commons-codec-1.10,jar

— gson-2.3.1jar
— jsonjar

L— tls_signature,jar

=
MIEBIERE T8 HATAE | BRERNAMELSEOSH publicBase64Key 24 , FATERBIELSEOH
K privateBase64Key £#,

PHP 0O
PHP sCHIU AN NER |, si2RAa<SIT R4, sig, TERE bin/signature.exe , PHP BSEAAZUT :

T FREBEESHIUTRIR ST TASR | RHEMABB=IAFTEIE command ZENABTHITE
i,

function signature(S$identifier, $sdkappid, $private key path)

{
# XEFEESEIER | FFRERIEE CHIEESH TR
$command = '/home/signature’
.'". escapeshellarg($private_key path)
.. escapeshellarg($sdkappid)
.. escapeshellarg($identifier);
$ret = exec($command, $out, $status);
if ($status == -1)
{

return null;

}

return $out;

PHPRAED

ERBEM e hEHE php/TLSSig.php X4 , &AL sig 20 genSig FIREE sig $#0 verifySig HEHE
o, 7 FE PHP INEEET openssl & , EUEROERASIRE | BN PHP 5.3 REAEARRA,

iE QISR EIASCIN PHP INETTERHEENK , ELANERTLIMER (fedora, centos #l rel & ) RURMFRS , &J
LASERERICIR h5—5 openssl FIRAFTKAISTIL.

Windows &
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T XEPHROR TRNERRE  SIRNATRERFRERAERM TLS BES APHEOLM sig.

Windows T4Rk sig FIi¢38 sig
EISERESEIT tls licence tools.exe , BPHT FEMISS :

tls_licence tools.exe

W

current version: 201511190000

Usage:
get sig: tls licence tools.exe gen pri_key file sig file sdkappid identifier
get sig e.g.: tls licence tools.exe gen ec_key.pem sig 1400001052 xiaojun
verify sig: tls licence tools.exe verify pub key file sig file sdkappid identifier
verify sig e.g.: tIs_licence tools.exe verify public.pem sig 1400001052 xiaojun

I SChR ERSEMERARG. TEEETEE !

PATEILT T ERIASETLASERK sig -

tls_licence tools.exe gen ec_key.pem sig 1400001052 xiaojun

SIMAISEERR -

tls_licence_tools gen FAYASIAERIR sig S EFRAIESR sdkappid AFid

PATRUT T ERIAS LR sig

tls_licence tools.exe verify public.pem sig 1400001052 xiaojun

IIVEE GRS =

tls_licence_tools verify A3 {4ER1E sighIfFAER R sdkappid FAFid

TEETEE :

sig XHRIRENTE -
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B8 sig EEE

TERERE F2EERTPSHRIEN

e 34N

HEREY sig BREAN 180 X, FIREFEE sig iTHART , EBHERK sig.

gen 0 verify: o BIFRRERK sig FIRLE sig B9&<

pri_key file : FASHSHRIESTR

pub_key file : NEHAIEER

sig_file : sig SIFHUBEIR , WRBLERL sig , BBASK sig BN, MMRERES sig , BBASMIX AN HHEE
sdkappid : !z N RS TUE £ AchY sdkappid

identifier : FAF4RR , BIAF id

C++ =0

Windows T C++ EZORIERSTUHEAIRA vs2012 k3461, E5RBE include\tls sig api BRTHY

tls signature.h . L3R ERYEN , tls gen signature ex2 F1 tls check signature ex2 , BIE AR sig
N, FERRYE sig 9D | FENSERNREERFIESE L tls_signature.h ,

REBEERHSE , £ lib BRTETIIER

F—jni

— jsoncpp
— libsigcheck
— openssl

— tIs sig_api
L— zlib

TEHEAIERSER jsoncpp.lib . openssl BRTHY libeaylib . libtlsignaturelib #1 zlib BRTAY
zlibstatlib , BBRURIFFRCELT

FE

NRIEFZZEATBRA TLS [56 AP| , BERRERAAHITFIEARET S 3B TEAYED

int multi thread setup(void);
void multi thread cleanup(void);
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Java 0

Ba Java #OER NI B95(L. Java BRT tls sigcheck.class , & tls sigcheckjava #®iFEE , I0R
A DK seBME# , AFRETBEITERRREL G, miEaSr

javac -encoding utf-8 tls_sigcheck.java

BEIREONBEEAN comtlssigcheck , BEIRYFERGAR example HRT Java hikA Demo BALRSG :

F— com

| L—tls

| L— sigcheck

| L— tIs_sigcheck.class
— Demo.class

— Demo java

— ec key.pem

— public.pem

L— README

ZBIER Java #OEMBRY INIB9ST , FiLA Demojava ERATEA dil KBS , FASRIES CHER
jnisigcheck.dll SERREE/RFHITIERL , FidmiEAY jnisigcheck.dll FRUE lib\jni BRT. Demo HERARIES®
example\java\README , THEHZEEEE :

THREITER !

35— 4

ANERTE Java KB ERT SEFERIA AR, usersig |, AILISEBH=ICIE FAIEXNA.

Java [REHED
Java [REZEOKERTF 5 4 jar &, £ tls sig api/java native/lib BRT :

— bcpkix-jdk150n-152 jar
— bcprov-jdk150n-152 jar
— commons-codec-1.10jar
— gson-2.3.1,jar

— jsonjar

L— tls_signature jar

b 54N

NIEHIERE T BIRFAR , BRIBRBWELSZEOSPH publicBase64Key 241, FAIBARMHESZEOF
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B privateBase64Key £,

C# &0

LAFEEERYS AR dil 23, @AY dIl 3 lib\libsigcheck\sigcheck.dll , C #RZEOMNSHSRENERAS N
include\sigcheck.h L34 , #EORIFEIEARANT :

class sigcheck
{
[Dllimport(dllpath.DlIPath, EntryPoint = "tls gen sig ex", CharSet = CharSet.Ansi, CallingConventi
public extern static int tls_gen sig ex(
UInt32 sdkappid,
string identifier,
StringBuilder sig,
UInt32 sig_buff len,
string pri_key,
UInt32 pri_key len,
StringBuilder err_msg,
UInt32 err_ msg_buff len

[Dllimport(dllpath.DlIPath, EntryPoint = "tls vri sig ex", CharSet = CharSet.Ansi, CallingConventio
public extern static int tls vri sig ex(
string sig,
string pub key,
UInt32 pub key len,
UInt32 sdkappid,
string identifier,
ref UInt32 expire_time,
ref UInt32 init_time,
StringBuilder err msg,
UInt32 err msg_buff len
)i
}

Hreh dllpath.DIIPath #5887 dll BUESER | iF4HiEE0 example\cs\csdemo.cs , <F Demo BYERASES R
example\cs\README , NHEHE&EREE :

FE

gnERIEEE Any CPU S5, i5EUAINE: 32 A7 dI,
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TERIETE

PHP 0O
PHP sCHII A AER |, si2BAEd<SIT LR, sig, TERE bin\signature.exe , PHP BSEAAZUT :

T FFRBB IS ST  MRHMEMBS=IDFIEIE command ZERIAFHITENL

function signature($identifier, $sdkappid, $private key path)
{

# XEFESHENET , FFRERIEE CHIBEH TR

$command = 'D:\\signature.exe'

. ' . escapeshellarg($private key path)

.. escapeshellarg($sdkappid)

.'". escapeshellarg($identifier);

$ret = exec($command, $out, $status);

if ($status == -1)

{

return null;

}

return $out;

PHP [R4E#EO

EREE_HHIEEHE php/TLSSig.php 34 , 4Rk sig #[0 genSig FIREE sig &M verifySig 9EE
&, 7EE PHP IEEE openssl @ , BNEOFERSIRSE | BINISZEF PHP 5.3 KU EARRA.

i . H AT PHP INETAHEEK , LLAERTLMER ( fedora, centos # rel & ) BUIRIERSE , BILA
2% BN =ICin B—M5 openssl F1RZFToHRHISEIN,

HititFazO

e JavaScript
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TLS [F& APl &
T TLS /54 API,
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Btz N—EERAREBBHE , (1F>HF | 1B @TLS iKS324F , QQ 3268519604 , FEEFliE
tls_assistant@tencent.com,
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TEATATH
HN BERjEREESE | B (MASIER] > [AppEitikE]
SDK Appid BliZESE  2018-06-08 10:03:10 wEs BER
FEFIZ

APPERIZE

SPEARS |ZEE

SHEEELE EEas

IMO[EECE
£ [RSHAREMN] TIE TERE [THAMMEB]

BIEISRENEIR MBI ATALR

IXE App BEIER
REKBEBIKES , 7ERETIER , FAKREEERTEEN. ERNEFIE
IS

BERKSEEHE , IRESME
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WS PREERRE
\ BIFSERSS  RITUSEABNTASASERS , R0 HESESATAKSES S8

¢ EREaSER

EERAET | miEs | £ 7 EEAEL
RestApilc= admin P EN=EER (RestApil=)
RestApil= , 40 : admini X

+ EhORestApiFAF

I/J\\}.] I:I%_L EZZ

FIFFR ARSI | ANV (MNAEE] .
£ [RSHRER] MBREERE [#wE] .

£ [(WIPEESER] FENNAMEREI EESEEERRIE.

HERTH

FIF ARSI RNV AEN (NARE] .
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£ [RSHERER] MBREERE [#FE] .
RiasE [ EERA] BIE,

E7NE

FIF ARSI | BREEN N AN (NARE] .

£ [RSHRREN] B TEHRE [THRE] | BAEREERFERRINGE.

%k UserSig

FIF ARSI | BREENNAN (NARE] .

£ [(WSERER] B TERN [THEFPEIE] =8%E (T2] | BEIaSREEIRSERRY UserSig,
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DC. OCHlERY%=EL

BT EATE ; 2018-06-15 18:35:21

UEBR AN

e DC(Data Center) : #ZUWE , BFEMNERUSHRE LTSRS CRRENRAFAE (WNERE. #
. S5LREMNBEE) BA.

e OC (Outer Center) : 85T R , BTENEBUSFAZTE LITSREUE. (IENAFHE (WIEER
R, FEESZINEINFESE ) B

“ERRTEMBEARRIRY. XTHMEFBINOERIES I SN2,

X<7F DC 1 OC By E/R N

T App BIRFPER , HARBR TEEAN DC. HARBR TEEN OC IR ?

KRBERZEEX DN ERENERRRRAE—0E | B HTSUEEERNRAISLHISHES DC. 88 LITEEUE
RPRAYSEFISSES OC, BiAtth , 75 SDK ## A\ FE{E#E0 ILiveRoomManager.getinstance().createRoom() AIRT
& , H5%5 ILiveRoomOption.authBits() B FIREZEHTEREERISR , EARRIRZERINT.

FE (=] ¢8R

AUTH BITS DEFUALT OXFFFFFFFFFFFFFFFF TedE. BERaEtiR,

AUTH _BITS CREATE_ROOM 0x00000001 B EIR,

AUTH_BITS JOIN_ROOM 0x00000002 DONBSEIRIIR,

AUTH BITS SEND_AUDIO 0x00000004 RIXEEAUR.

AUTH_BITS RECV_AUDIO 0x00000008 BMESHIRIR,

AUTH BITS SEND VIDEO 0x00000010 RIEABRAI R,

AUTH BITS RECV VIDEO 0x00000020 FEUWASTHIR R

AUTH BITS SEND SUB 0x00000040 RIEHEASTAIR | BASTRFHS.
AUTH BITS RECV SUB 0x00000080 BRI USTAIIR | B A SRR,
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AVRoomMulti.auth_bits i RETEZMNPRZAIBANH .. AVRoomMulti.auth bits &
AUTH_BITS SEND_AUDIO / AUTH BITS SEND VEDIO / AUTH BITS SEND SUB Hf{FE—AEH 1, Mt
Pt o BN DC ; RZNZSEGIHR S EEN OC,

iE  REYNBREANEERA DCHIBFPHES— 1 LIRMRIF. #1a0 , REMNISRES I RFEHE LTR |
BoaREXTE—1FEERI 1000 MAFSE DC, EftAFSE OC. %IREIABEERIFREE , BEALIRE

REHTER.

*F DC/OC Z |aHItJHaseng

LEFESLHENEER ILiveRoomManager.getinstance().createRoom() iFE# o ECEI DC/OC Z2f5 , BittEle

BEERE DC/OC Z[a#HTHRrIFER. Hltl , HEGRT , —MNRAKE LITRIFE (o EHEEAN OC) #H%E
iR EIEEREA , FENRBE LTS UEME OC t1#2 DC, DC/OC RUHKARIANBRE(L AUIERT | 18Xt
NAYEO A ILiveRoomManager 2/ changeAuthAndRole #0, TEEB D JUHERED BITIE -

o FFPAIF DC, RPRMEZIFE (4 AUTH BITS SEND AUDIO / AUTH BITS SEND VEDIO /
AUTH BITS SEND SUB £i&E#0)
FEUERT , B OC Ly DCARIE , AT RFETIE OC FERIZAINER , FEKRSEE DC BB
IS

o AT DC, SRNTRE | AMAEXMIER

e AT OC, SIRNERIE : FELER T SDK AaBEEHasiE

o FPAIF OC, RPRMFEEIE (4 AUTH_BITS SEND AUDIO / AUTH BITS SEND VEDIO /
AUTH_BITS_SEND SUB HF—EHIE0) , AERT SRS TREERHES | BRIHLHIEEH
Z DC.
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EHMERSINAEES , BTEAER—Fa LI LUIEERENSE. TLUSARERARIGHNBENEE
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RBFRILE BEaEEEGES Bd (NAFIR] > [SPEARS|IEEE] | IERE,

SDK Appid glEERta  2018-06-08 10:03:10 Y&

il
cttl

FEEFIZ= APPEGHIZS SPEARS | EEE ey ke EEEE IMEIEEE

SRR BialEHE EEER

Windows C++[Web i0s Android Mac
-

EHAE

FBFRILRIEE CRIEKEHR B CRBE,
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[ZE=3E] LiveMaster

HESHR LiveMaster REvEmE  AEdist=n REER. BEY, #EREERE AR
R == v | BrsireeesEsrn BABEAFEHIELE
R
= SEY v
WEEEL @ SEv | EEEsEt W70 S (A I E),
el I = e A
320240 480X360 640x480 Qp0x540 1280x720 AﬂdfOIdﬂLil‘iﬁu;ﬁw, rgﬁﬁ1280)(720
FISEE= =hT 800 _| 1200 Kbps &ABE30~1500 , B/ MEAEEATEAE

IR, MR E)

640x368 HEFAIZEL00~800, MiZE25fps
960x540 HFILZE1000~1200, HZE15fps

TARES & | 5 BIFECE R REINANEER, —HENEA

RS BiER | EEX || 25 fps EASBEIL~30

SHEHE
EEET BEY w
=578 © e FHESSA T RS, S0, HEEH, EREH
MEEL R LTSRS, BRI
ﬁﬁﬁz e SEM 30 Kbps ;5-'_3.‘_"'—:5'_“ «30
Raf=a F
3A
@ 5 EEEk. SREISERVET. SHEWITH
a0c @ % gihiEi, BRSTSASRUET. SRBUTHE
ans @ x| WA, BREUTHTRIER, SHBUTH

ERfAE

FFEILAME#EIER option HECEE(FANAEE,

Android :

ILVLiveRoomOption hostOption = new ILVLiveRoomOption(hostld)
.controlRole("LiveMaster"); // {&fH LiveMaster 55

iOS :
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//TILLiveSDK ( E#% SDK )
TILLiveRoomOption *hostOption = [TILLiveRoomOption defaultHostLiveOption];
hostOption.controlRole = @"LiveMaster"; // (& LiveMaster FEE

//TILCalISDK ( i&iZ SDK )
TILCallSponsorConfig *sponsorConfig = [[TILCallSponsorConfig alloc] init];
sponsorConfig.controlRole = @"LiveMaster"; // &/ LiveMaster FHE

MacOS :

ILiveRoomOption *option = [ILiveRoomOption defaultHostLiveOption];
option.controlRole = @"LiveMaster";//@E & =1FEKEE A =IEHE spear BiE
[[ILiveRoomManager getinstance] createRoom:(int) item.info.roomnum option:option succ:*{
NSLog(@"create room succ");
} failed:A(NSString *module, int errld, NSString *errMsg) {
NSLog(@"createRoom fail,module=%@,code=%d,msg=%@",module,errld,errMsg);

H;

PC:

iLiveRoomOption roomOption;
roomOption.controlRole = "LiveMaster"; // {&H LiveMaster

IE :

sdk.createRoom(roomid, "LiveMaster", // (& LiveMaster B
function () {
}, function (errMsg) {
}, false);

pliasle

FBREHENEERE |, RATLIREEKEESE.

Android :

// BB LiveGuest
ILiveRoomManager.getinstance().changeRole("LiveGuest", new ILiveCallBack() {
@Override
public void onSuccess(Object data) {

s
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@Override
public void onError(String module, int errCode, String errMsg) {
s
}
Di

iOS :

// YRR EE 9 LiveGuest

ILiveRoomManager *manager = [ILiveRoomManager getinstance];

[manager changeRole:@"LiveGuest" succ:” {
NSLog(@"fEaisZemIn");

} failed:A(NSString *module, int errld, NSString *errMsg) {
NSLog(@"fEKZ=RM");

K

MacOS :

// HEEEEE S LiveGuest

NSString *role = @"LiveGuest";

[[ILiveRoomAVManager getinstance] changeRole:role succ:{
NSLog(@"change role succ");

} failed:A(NSString *module, int errld, NSString *errMsg) {
NSLog(@"change role fail");

1

PC:

// YIHEEEEE 7 LiveGuest

void Live:OnChangeRoleSuc( void* data )

{//Wfﬁ,%éﬁ@w

ioid Livez:OnChangeRoleErr( int code, const char *desc, void* data )
{//ﬁJfﬁ/%éféﬂﬁ?

}GetILive()->changeRoIe("LiveGuest“, OnChangeRoleSuc, OnChangeRoleErr, NULL);

/) YA LiveGuest
sdk.changeRole("LiveGuest", function() {
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/R
} !

function(err){
/R I
}

I

ABREMNAE

RIERNERSRENSIRRBIRE | BRTUEBNSENERE MRS IEESMEEEE | fns , i) |
RPRILASNSRIRINESRT | sISRESRIERIIAE | IIXRIEMESHISARERTRER.

T ATLASHR BEOE.
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