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1. I &

BEFEBNRVPCHAERD ENIREINIPEFZSEINIES , JLABEWEARMXENIE AR EIREINNIPRIE
HiaEInternetAISMRILE A, ARIRIKENVEXS H MR EH TIRIBIEEERE , FrEEAENIEEINIATRELST 2R
Kfa | IRIPEBBELIR N A MK EHAYIPHELL , S0TE

VPC

VPCEE R
LA B B ) =T
 0.0.0.0/0> FETFH,

-

EBECYMIREINAIP , (BRETLUEEIAMMXIGEInternet,

BEIoh LIRS | FERETEMANRRILNEE.
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2.3. QUERIKCF IR
FOKFIAIE BT A RERERE—3KER i | REME MRS , BMXFRXBZIEHE.
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"HEX *RxiEHhE=E
= vm_subnet_route
FE—X ShiA
l gw_route table
HE—K “gn_moute_table |
VITL_SUDNSL_roUte
2.4. feESEFMIEHEE
FoEEETFNHEHETE  BEEABBEELMMIE , FEEZBEFRAENEEED 2 MM RE A EED7Ea
G,
hizfai
B0t e
Local Local
0.0.0.0/0 ZEH, (LR ) v

3. BeELL

2K FENSERABCEiptablesgUnatfiilll , LANFTFrkernel@lip forward , EARAI M MKINEEE
BRI TARE | LUARIEIFRIMRE,

1) B LA TS < netipvi.ip forwardBtE5Z!/etc/sysctl.conf3 {4

echo "net.ipv4.ip forward = 1" >> /etc/sysctl.conf

2) BILA TS Enf_conntrackEEESHEX

echo "echo 1048576 > /proc/sys/net/netfilter/nf conntrack_ max" >> /etc/rc.local
echo "echo 262144 > /sys/module/nf conntrack/parameters/hashsize" > > /etc/rc.local
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echo "iptables -t nat -A POSTROUTING -o ethO -j MASQUERADE" > > /etc/rc.local

4) KRS EVREZEIR

echo "iptables -t mangle -A POSTROUTING -p tcp -j TCPOPTSTRIP --strip-options timestamp" > > /et
c/rc.local

5) B MMKAIrps
f£/usr/local/sbin/BR Tk Aset rps.sh , BLATLBENEIARA :

#!/bin/bash

mask=0

i=0

cpu_nums="cat /proc/cpuinfo |grep processor |wc -I'
if(($cpu_nums==0));then

exit 0

fi

nic_queues="cat /proc/interrupts |grep -i virtioO-input |wc -I'
if(($nic_queues==0));then

exit 0

fi

echo "cpu number" $cpu_nums "nic queues" $nic_queues

mask=$(echo "obase=16;2"$cpu_nums - 1" |bc)
flow_entries=$(echo "$nic_queues * 4096" |bc)

echo "mask = "$mask
echo "flow_entries = "$flow_entries

#for i in {0.$nic queues}

while (($i < $nic_queues))

do

echo $mask > /sys/class/net/ethO/queues/rx-$i/rps_cpus
echo 4096 > /sys/class/net/eth0/queues/rx-$i/rps flow cnt
i=$(($i+1))

done

echo $flow _entries > /proc/sys/net/core/rps sock flow _entries

FEZTAEIITIA TGS ¢
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chmod +x /usr/local/sbin/set_rps.sh
echo "/usr/local/sbin/set rps.sh" >> /etc/rc.local

e EIARCER | EREAMMXENIAEREER , FELINGIPRIFL CNRE S 8E MIERIIN,
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B EHATE ; 2018-08-24 15:49:07

AN BAEERB T = VPC WiE keepalived S0 B HREER.
IENBEESFERBRNRIFTR S AR IP (HAVIP)" , FEHSERBEXRFEREN.

ZUNE]

A7 EiBMmtER keepalived dMEAIERETHRARSS 88 E3LB | A3 -

o BTXT keepalived faid , FiRBIEERIRSS2RAIN AR SHIIEMLEAIX B,
o RIGFHRERINIEI SRR | IARFMEREL
o TEEERI , AINWIEEEIRFRIITHRER ;
o BERSERLN  IFBIUIHP—EORFELHENREITTR. BEHESENRLETEIVEN T 54
RE, HEERLTEEEN (IFEEEEEN )
. ZISSZJ_JI%H:.'E:F keepalived ECEMIAI M + REZRECETTE B | BBBFAERIRSS LIFAIRSE

&

. z}:;‘z HeEBSEENA keepalived BY VRRP Instance BLE /983#& VRRP IRXHIFIZ,

BEARE

BESUAIEEHES 2 RS | —aTMSRETEMUSHIEERE (8D Active KT ) |, B—EBRSH
STzl SHIZAIRE (BD Standby JRZ) , EIIHEZER— VIP (Virtual IP ) , F—RZ VIP JE—BFIREL
3, BERSH[LIED , FARS[EE VIP BRERMHIRS. SUBEERIEGE ZRINA | A0 - MySQlL
FE&UHE. Ngnix Web A, ( TEFRAIEIPHEIIREERR L , BER )
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keepalive:l"‘ﬂh CVM: A
h'--..i . VAN
: « EIP: 9R{EAKIP
[ECVMl] [%CVMZ] « VIP: AN P
Wj‘mj‘:%kmﬂhmx )

SHIEMEEHIX 5]

EEFIEME I LUET keepalived AY VRRP tMYIDEEENRTS , HFEER | FIREEAHPM R X7 ZE ARP 1R
MRl EBAAZHAAY MAC FRel2%im ARP & |, itk VIP FUiEElEig& E. Bilz VPC N3ZIFERE keepalived 3k
BETERS AR, SYIENEHELY  FEXFIR

o {ER3RY VIP % MBI Z=EIBAY HAVIP,
o BYNEN  REeRE—MFR TRV RESIE.

AR

o HRE VIP , iz VIP {GCHFEFRRER ( AR ERIEEZRSHFATE—NFK ) .

o FRIRBHBLIRRECE keepalived (1.2.24iRFRLAL) , FHEXECES 4. EARSHFVIPIIRIMNAIP,
o YRiB(FEF keepalived B9 notify #1# , {&B notify action.sh #H{TERABHECR.

o IOUFFEAIGERT VIP 2RIEETIE,

o TIPS
18R - T AN tl:'?éﬁl’ﬂﬂ%ﬂ]ﬂiﬂKjdﬁF ATEBWIEIRE , FPEAEHFHSNFEMMESER. ARG
DIARIEE X RS LRI EBEIRIEME | 1NVIP BHIES. (SRR ¢

/etc/keepalived/
|-- keepalived.conf
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|-- notify action.sh

BEEEEREERSE

FHHERE . (BE)

1. %% keepalived

2. £ keepalived EABRIECE B3R/etc/keepalived/H , EARBRIMHBA | FHIMMATHITIER chmod +x /e
tc/keepalived/*.sh; chmod -x /etc/keepalived/keepalived.conf
3. {82 keepalived.conf:

0) state #faMAE , EHUIE MASTER, &35 BACKUP

1) interface BUEANIM K% a0 ethO

2) priority FHEETE . #0 : £ 50 % 30

3) unicast_src_ip ALK IP

4) unicast_peer ¥BITuHH128AM IP

5) virtual _ipaddress gZBPRIM vip

6) track interface B ALK 4140 ethO

BIRE : (BH)
SEHERERMI

stable FRIAFERALE | (MESRBFEEENLSER, IFEEESR) HEE!)
XU

1. %% keepalived

2. 1E keepalived {FFRVECE B R /etc/keepalived/ & , EARBFRIUEBN | FHEKRPR chmod 744 /etc/k
eepalived/*.sh; chmod 644 /etc/keepalived/keepalived.conf

3. 184 keepalived.conf:

0) state ¥JIAfAE , 9IS BACKUP

1) interface BUBRAIM-RE 40 ethO

2) priority EIREFEEA/IVERAVEES , 40 50

3) unicast_src_ip BEAHIAK IP

4) unicast_peer K XJimt 2SI IP

5) virtual_ipaddress BRI VIP

6) track interface B AHLN-K4 4140 ethO

pE =

1. A HEIES 53] /var/log/keealived.logh, B&aHREMIRAESE. EAILAEITHEE logrotate T
YN8 S RARRERE

2. keepalived HEHIHEHBEEZR! /var/log/message H.
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SE 1. Hig VIP
o HHBVIPRIBR{EIERFE NS A FREU 1P

S, 2. EFFFINEE keepalived (1.2.24 [RERLILE)
o T
L CentOS 931 :
o yum&ZELT
yum list keepalived EERASEEHEEK. A M2, &6, AFBELESR
yum -y install keepalived

o FRE%RELST

tar zxvf keepalived-1.2.24.tar.gz

cd keepalived-1.2.24

Jconfigure --prefix=/

make; make install

chmod +x /etc/init.d/keepalived [BlEHIN env: /etc/init.d/keepalived: Permission denied]

S 3. WEEEES
RIFHATBRRFRERE

o ZTEEEI , AINWIEEFEIRERILTHRER
o BERSEELN  IFBLHP—OREELHENRES TR,

FEIRSRIURLHETEIEIN T TREMRRE  HFERLTEIEN (IFEEESEEN , NIYWEE )

I 4. (EMELE keepalived.conf
o BLENHEN

BEESEALE  LIFIRE A, BK keepalived.conf:
0) state #J4afEt , EHIE MASTER, &1li2 BACKUP

1) interface AN M- 5140 ethO

2) priority EHEE T , 40 : & 50 & 30

3) unicast_src_ip BBAHLK IP

4) unicast_peer KB XJimt 2SR IP

5) virtual_ipaddress AR VIP

6) track interface B ALK 4140 ethO
EEEEFLE  XWIBLEER |, 1222 keepalived.conf:
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0) state ¥taFEE , 935S BACKUP

1) interface BIAMLNR F40 ethO

2) priority MEIREECEA/IVERIAYEEEL , W0 50
3) unicast_src_ip BBAHLR IP

4) unicast_peer BEEXSum#A =AM 1P

5) virtual_ipaddress AR VIP

6) track_interface KB A< 4140 ethO

IS SESERERD TR RIERT | FEREE WIS IP ithik.

I Configuration File for keepalived

global defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc
sysadmin@firewall.loc

}

notification_email from Alexandre.Cassen@firewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router id LVS DEVEL
vrrp_skip_check adv_addr
vrrp_garp_interval 0
vrrp_gna_interval 0

}

#vrrp_script checkhaproxy

#{

# script "/etc/keepalived/do sth.sh”
# interval 5

#}

vrrp_instance VI_1 {
#HEE L E S
#state MASTER #F #1Em=, £#179 MASTER , #&#1/9 BACKUP
state BACKUP #75

interface ethQ #2050 AW -5 440 ethO
virtual router id 51

nopreempt #7E/8 L1E=0
# preempt delay 10
priority 30 #F&5 725, 440 * 50, & 30

RS : BB UE (bR ) BREEAH FE13H17I
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advert_int 1

authentication {

auth_type PASS

auth pass 1111

}

unicast src_ip 172.16.0.16 #2717/ IP
unicast_peer {

172.16.0.14 #Xuzi#5A9 IP Heat , #g0 : 10.0.0.1
}

virtual ipaddress {

172.16.0.135 #kg VIP

}

notify master "/etc/keepalived/notify action.sh MASTER"
notify backup "/etc/keepalived/notify action.sh BACKUP"
notify fault "/etc/keepalived/notify action.sh FAULT"
notify stop "/etc/keepalived/notify action.sh STOP"
garp_master delay 1

garp_master refresh 5

track interface {
ethO #2094 #%0 ethO
}

# track script {
# checkhaproxy
#J

}

£38 5. {# notify action.sh #{FRBEMBETICH

HEESELLE. 18 notify action.sh:

%
B EHFZEXLE. (K notify action.sh:
)%

keepalived=ERHE&SAIERE/var/log/message

#1/bin/bash

#/etc/keepalived/notify action.sh
log_file=/var/log/keepalived.log

log write()

{

echo "['date '+%Y-%m-%d %T"] $1" >> $log file
}

RS : BB UE (bR ) BREEAH F14 H17I
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[!-d /var/keepalived/ ] && mkdir -p /var/keepalived/

case "$1" in

"MASTER" )

echo -n "$1" > /var/keepalived/state

log_write " notify_master”

echo -n "0" > /var/keepalived/vip_check failed count

"

"BACKUP")
echo -n "$1" > /var/keepalived/state
log_write " notify backup”

"

"FAULT")
echo -n "$1" > /var/keepalived/state
log_write " notify fault”

"

"STOP" )

echo -n "$1" > /var/keepalived/state
log_write " notify stop”

*)

log_write "notify action.sh: STATE ERROR!!!"

esac

$I 6. EFRIRSF[|AINE IP 2BMNMIPRIIES
o TR EREEMRAFEINGIP

S0 7. ISIFEFZENGAT VIP BIN IP 2SI Ei0

ER{ESLES s

1. I35/ keepalived : /etc/init.d/keepalived start By systemctl start keepalived =} service keepalived start

2. WIFFRBIHRBERMR | BITES keepalived #H1E. BRFFHFHIVURNENSE , 10U VIP 2&

L\bﬁ

#. /var/log/keepalived.logEf&E FMENMBEE. B ping VIP AR , ATLIEE MK RIS RIET

[E)iEIRR.
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1) BU#E—IR , pings TR A 4F). MIREEETEEEN AR , XMERBERER
FRY SR A EREERT , FTRERERERENESRSEE | A5 VIP EFrEithEIRIRERIIBRIEN
k.

2) FIABEIESEE /var/log/keealived.log . HES GBI AEZE. ETLAB1TEE) logrotate
STEWMEHEERMEA, keepalived HZHIHEISEZ! /var/log/message .,

TIPS

1) SN EE(ERVPCANME—/Ivrrp router id

EfFERvmaciEXAT , AEIEEHER #8RE Brouter idai&Epimacibiit)hzs |, TREEFBENRE., HN :
o BIM=FABMEZIRMT HIBsEN.

o BH=MEEEHIEEANVPC, FEFMEIM-RUNRIINEREREER , BNESEEEE,

o KeepalivedAUEBIR B EREEAERE L , BdvrpiEREMNIdRX DA EAVERE.

o [BUNAEMERFEABRERrouter id , AEIMASTERSSEHE S EIE TSI ERESEMASTER,
e router idiFEAFRERVMacZEHImacitilt , B =ERVPCHRM-EIZEHImacittibE—,

o FRLAEFRvmacE=At , FAEIEEHEER router idtB&iEmmactbiibidss |, afRESHENRE.

2) WffERAER R HETvrrpiEiR

o RTEFRIFEREY. REEEFTAHEERBRIVPCREREFX
o keepalivedBe B4+ ABLE unicast peer,

3) EFERvmack S
HEEERvmadE , [RRERZ
o TtkeepalivediZ{THINRCVMAREREFRFARISE | keepalivedmIBESETFMEF RSB ST FAREIMIPEER]

MR, EEFAPR/IM-RRIEIP | IXHFEERIVIpIRLSEREMIPIENIRIPRAIX | TiCERBEIEEEE
R\, HEfttCVMAAIkeepalived#H 22 RERIXME SR , EMIKE.

4) E=HEEN - EERSVIPEE

o NTEFIPRITIREINE , BN FEXNENN-FRZEREARPE SEMIPRSRERSHT—ERE.
o EWBERITERNNRHENEIREMNIPHERBEIST , BNEF—HERSIPRITIRIERATRERA.
o MRFEFERSNEIIP , EilfEkeepalivedBtE X HHglobal_defsESEiRINaEEE

vrrp_garp_master _repeat 1
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5) ZM-FIER TURER

o SR REICVMIEF(ERRERIEcEkeepalived,
o (RUNERBEREEL , HEFERARABBEERIM K , SNvrpEER RN R ERKUR TR ESE.
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