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cvm:instance_type
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qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

ModifyInstancesProject

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

ModifylnstancesRenewFlag

qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

Rebootlnstances

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

Renewlnstances

qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

Resetlnstance

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

qcs:cvm:$region:$accountiimage

*
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qcs::cvm:$region:$accountiimage

$imageld

qcs:cvm:$region:$account:keypai

r/*

gcs::cvm:$region:$account:keypai

r/$keyld

qcs::cvm:$region:$account:syste

mdisk/*

ResetInstanceslnternetMaxBandw

idth

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

ResetInstancesPassword

qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

ResetlnstancesType

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

ResizeInstanceDisks

qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

RunInstances

qcs:cvm:$region:$account:instan

ce/*
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qcs::cvm:$region:$accountiimage

*

qcs:cvm:$region:$accountiimage

$imageld

gcs::cvm:$region:$account:keypai

r/*

qcs:cvm:$region:$account:keypai
r/$keyld

qcs::cvm:$region:$account:sg/*

qcs::cvm:$region:$account:sg/$sg
Id

qcs:vpc:$region:$account:subnet

*

qcs:vpc:$region:$account:subnet

$subnetld

gcs::cvm:$region:$account:syste
mdisk/*

gcs:cvm:$region:$account:datadi

sk/*

gcs::vpc:$region:$account:vpc/*

gcs:vpc:$region:$account:vpe/$v

pcld

cvm:instance_type
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qcs::cvm:$region:$account:instan

ce/$instanceld

cvm:instance_type
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API 1524E RIRIER 4=
Startlnstances qcs::cvm:$region:$account:instan cvm:region

ce/* cvm:zone

cvm:instance_type

gcs::cvm:$region:$accountiinstan

ce/$instanceld
Stoplnstances gcs::cvm:$region:$accountiinstan cvm:region

ce/* cvm:zone

Terminatelnstances

qcs::cvm:$region:$account:instan

ce/*

qcs:cvm:$region:$account:instan

ce/$instanceld

cvm:region
cvm:zone

cvm:instance_type

=R REREX
API 24 RIREEE R

AssociatelnstancesKeyPairs

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

qcs:cvm:$region:$account:keypai

r/*

gcs::cvm:$region:$account:keypai

r/$keyld

CreateKeyPair

gcs::cvm:$region:$account:keypai

r/*

DeleteKeyPairs

gcs::cvm:$region:$account:keypai

r/*

WS  BBRATE (ItR ) BREERT
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APT #2{F

RIRIBE

ST

gcs::cvm:$region:$account:keypai

r/$keyld

DescribeKeyPairs

gcs::cvm:$region:$account:keypai

r/*

DescribeKeyPairsAttribute

gcs::cvm:$region:$account:keypai

r/*

qcs:cvm:$region:$account:keypai

r/$keyld

DisassociatelnstancesKeyPairs

qcs:cvm:$region:$account:instan

ce/*

qcs::cvm:$region:$account:instan

ce/$instanceld

qcs:cvm:$region:$account:keypai

r/*

gcs::cvm:$region:$account:keypai

r/$keyld

ImportKeyPair

gcs::cvm:$region:$account:keypai

r/*

ModifyKeyPairAttribute

gcs::cvm:$region:$account:keypai

r/*

qcs:cvm:$region:$account:keypai

r/$keyld

=IRSGRRGEEX

API #24E

RIREEE

ESERAE

Createlmage

qcs:cvm:$region:$account:instan

ce/*

WS  BBRATE (ItR ) BREERT
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an (e 9 7= an 3

API 1524E RIS 4=
qcs::cvm:$region:$account:instan
ce/$instanceld
gcs::cvm:$region:$accountiimage
*

DeletelImages gcs::cvm:$region:$account:image cvm:region
*
qcs::cvm:$region:$accountiimage
$imageld

Describelmages qcs::cvm:$region:$account:image cvm:region
*

DescribelmagesAttribute qcs::cvm:$region:$account:image cvm:region
*
gcs::cvm:$region:$account:image
$imageld

DescribelmageSharePermission |qcs::cvm:$region:$accountiimage cvm:region
*

ModifylmageAttribute gcs::cvm:$region:$account:image cvm:region
*
qcs::cvm:$region:$accountiimage
$imageld

ModifylmageSharePermission  qcs:cvm:$region:$account:image cvm:region
*
gcs::cvm:$region:$account:image
$imageld

Synclmages gcs::cvm:$region:$account:image cvm:region
*

WA : BBRAIE (It ) BIREERE 1520 #1767
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APT #2{F

RIRIBE

ST

qcs::cvm:$region:$accountiimage

$imageld
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M7 an XA

A

1]

RIRENE]

REEIEE
CAM ZRHS -

{
"version":"2.0",
"statement”:
[
{

"effect":"effect”,
"action":["action"],
"resource":["resource"],
"condition": {"key":{"value"}}
}
]

}

* RS version 24METN , BRINCIFHER"2.0",
¢ i5f) statement RFARMEA—RHESFRGFHER. ZTHEE
effect. action. resource , condition EZNEMITTRIMIRSRIRES. —FKREBENE—
statement JTE,
1. {F action FIREEAAITEIEEANREIE. BIFRTLAZ APIL (LA name
BISRHEA ) SREThALE (—E45FEM API |, LA permid BISSHEIA ) . ZTTEEMIER,
2. B8R resourcce AR AEE. RREA/NBIER. 8 RNRREMFESEA
X3l, BXRUMIHEERFRIER | BE R RERIRFABRIXINAY=mXIE. ZITREVE
I%,
3. 4344 condition
ARSI E . REERER. BIERMIREEER. FHETSERE. 1P
HHHEER., BURSATFEERMHEEEME. ZTREIFIEIT,
. 5In effect fARBEFENERE "IF" B2 "BER" . 81F allow (71F)F deny

WS - BRATE (bR ) BIREEAT %1547 H176@
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M7 an XA

A

1]

(BTEE) BN, ZTRRIE.

CVM H9I{E
£ CAM KIGETH |, BT LN CAM BHHIIRS HISEIEER APLBIE, XF CVM |, 15{ERLA
name/cvm: AFIZRAY API . 5140 : name/cvm:Runlnstances (& name/cvm:ResetInstancesPassword .

NREEERNMETPIEES MR , BERESKENR , T~

"action":["name/cvm:actionl”,"name/cvm:action2"]

BRI LAERBECrHEESTURE. flin , ERILSERFLARIE" Describe "FRLRIFFBERE , AT

"action":["name/cvm:Describe*"]

SNERISETERE CVM ThETEIR(E | 1B * BEAT , AT

"action” : ["name/cvm:*"]

CVM RIRRIEZ

21 CAM RIKEDEBEERTECHRIR.
BRI

gcs:project_id:service_type:region:account:resource

project_id : #HIAINBER , (XATHRACAMERRZIE , THIEE.
service_type : F=RAEFR , 4 CVM,

WS  BBRATE (ItR ) BREERT 1557 #176m
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HERAT PR A TR

region : MHES , 4 bj,
account : FFEHAEENIRKSEE | 21 uin/164256472,
resource : FrRNERSEIRFER , W instance/instance_id1 8¢& instance/*,

pIgn , ERTLAERIFFESLR] (i-15931881scv4) IEIEAIFIEEE , W FATK

"resource”:[ "qcs::cvm:bj:uin/164256472:instance/i-15931881scv4"]

EERTLAGER * BEAHEE B T EFRIRTE LS , AR

"resource":[ "qcs::cvm:bj:uin/164256472:instance/*"]

EEISERERR , NENBHE APLBIERSIS BIRRAUR , I7E Resource TEAH{HA *
R | WA

"resource": ["*"]

MREBEEE—RISCTREES N RIR  BEAESKE(RT | TR AEER I RRINIF

"resource":["resourcel”,"resource2"]

TEERT CVM BEB(ERRIR RIS NATS R TS i %.

table th:nth-of-type(1){
width:250px;

}

table th:nth-of-type(2){
width:500px;

}
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ET=RY , $/IRIERAYRIAY TR,

o Hrh , projectis{BIEIAID,
o Hrp, regionigXAYE K.
» Hrp , accounti5BXAIZWFID,

R RIS PRYRRIEA T3

SK] gcs::cvm:$region:$account:instance/$instanceld
#=3A qcs:cvm:$region:$account:keypair/$keyld
VPC qcs:vpc:$region:$account:vpe/$vpcld

B qcs:vpc:$region:$account:vpc/$vpcld
ERENAEy gcs:cvm:$region:$account:systemdisk/*
e qcs:cvm:$region:$accountiimage/*

R qcs:vpc:$region:$account:subnet/$subnetld
AR gcs::cvm:$region:$account:datadisk/*
Teh gcs:cvm:$region:$account:sg/$sgld

EIP gcs::cvm:$region:$account:eip/*

CVM BIs14%50

ERBIESH |, ST LIGRHEEEHIRISENENERY. S FMESEa— 1SS M EREN. FMER

REDKNE,

* MRBEET SN FMBER—RUPIBETZ1MER  RNGETIEE AND BEEHEITIFE.
* MREEBR—FMAPIEE T —TMEEZMERIER | Bl FETEE OR
B EGHATIHE, DRI AR RER TR,

TERERT CVM BTSETIRSHISMEHE,

WS  BBRATE (ItR ) BREERT

Rl it

HEXS

cvm:instance_typ String

e

cvm:instance_typ

e=
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R g Sitl HEXS

instance_type

- Hif

instance t

ype

S
SERISREY
(fign S1.
SMALL1)

o

cvm:image_type String cvm:image_type

image_type

k:t

image_ty
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WS  BBRATE (ItR ) BREERT

B2
BRETY
(550 IM
AGE_PUB
LIC)

vpc:region

String

region

vpc:region=

Hrh

region

1BRRIE
Hbisg (4l
40 ap-gua

ngzhou )
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cvm:disk_size

Integer

cvm:disk_size=

disk_size

« Hep

disk_size

ECHIR

HAEAR/)N
(51gn
500)

cvm:disk_type

String

cvm_disk_type=

disk_type

. Hh

disk_type
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region
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&) AT FREN PRI
CVM ipziajizdlz={l

CVM ipia) E R SREE 2~

1EeILAEIS A CAM ( Cloud Access Management , i5a&IE ) FERILAFHEBE CVM ( Cloud Virtual

Machine , =fk5S=% ) EHRIGTEENERSERRIIR. ZEP0HITFIRES LR EREH SR E
RIZRHER.

CVM KSR

WNRIEAELLAFRERIEMEE CVM EHIIRER |, el LS iZRFEREFRA © QcloudCVMFullAccess
AIZRRE.

LN RERERARE  HEGUNEIPRSHERE [(=RS:E] | I LEEPAIEXRENZRE.
FIF SR RIRETE
FFSEBEFESHEIRES |, RIS ATEANIR ERUR.
BAFERE
AFR4EER FRig R SRV
REEEIE -
=hRSSE
RBE & 1B
QcloudCVMInnerReadOnlyAccess Z=ARSS (CVM ) HUis[altiR KEXFAF/4E
QcloudCVMReadOnlyAccess z=BRS (CVM ) 18R BERERRNR KEXFAF/4E
QcloudCVMFullAccess RS (CVM ) 2iE5iHMR KA/
REEENT -
{

"version": "2.0",
"statement”: [

{

"action™: [
"name/cvm:*"

],

"resource”:

n, II*II

WRETE : BR=ITE (ItR ) BREEAT 16270 H176W


https://console.cloud.tencent.com/cam/policy

BT

"effect”: "allow"
17

{

"action": [
"name/vpc:*"

1,

"resource": "*",
"effect": "allow"
17

{

"action": [
"name/clb:*"

1,

"resource": "*",
"effect”: "allow"
17

{

"effect": "allow",

"action": "name/monitor:*",

"resource": "*"
}
]

}

1]

A

PSR EE TS RIXT CVM, VPC ( Virtual Private Cloud ) . CLB ( Cloud Load Balance ) 1

MONITIOR HRTERIRERE BRI EIIRIAZIERY.

CVM B RIERRE

M7 an XA

MRERIBILRFAEER CVM LARISUR |, (BRAERCIE. iR, FFRNASIR | ST LSZARER

£ZF#R : QcloudCVMInnerReadOnlyAccess BISEER.

2N ¢ iEEE CVM BIRIESREE,

WS - BRATE (bR ) BIREEAT
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EAH BT

i e XA

BRI RESEERE , AEGONESRSTER (ZRSE] | AR UEREIZRE.

‘ FPsEBPAESHRIEEENG |, AANERESATEARIR IR,

FBRSHUR RESETE
BrEE
AP i HH
HREE

SREEE

&

‘ QcloudCVMInnerReadOnlyAccess

ZIR%E (VM) piaile |

QcloudCVMReadOnlyAccess

QcloudCVMFullAccess

REERAT -

"version": "2.0",
"statement”: [

{

"action": [
"name/cvm:Describe*",
"name/cvm:Inquiry*"
1,

"resource": "*",
"effect”: "allow"

}

]

WS - BRATE (bR ) BIREEAT

=RSS (CVM ) HEXERRIRAAIER

=RS (CVM ) £IX5HRUR

KERFRF/A

XERFBF /A

KERFBF /A

51641
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EAH BT

A ERERZEI LA 2RI TE(E CVM FrEFELIERIE" Describe "FkAIRTE R EAIRTE LABRIE"

Inquiry "FEELBIRTE IR FEBRFRISIRIAZIB Y.

CVM HBXEIRAI RS

MREREBLLAFRRBEER CVM SEAIREXER (VPC . CLB) MBUR , (ERRIFZEFHE0EE. Mk

« FFIRANVERERINIR |, ST LANZAPERBTRS « QcloudCVMReadOnlyAccess BISRES.

BRI REREERE AU iRSTiEE [(ZRSBRE] | A LIEERUEREIZRE.

FFsE AR SHREESS | BB RIS TR IR,

&iF

z=hRSS (CVM ) SissipialiR

75 (CVM ) X AR EoPIIRdR |

FFR SR RERETE
AFEE
AFREEE FRig SRHE
REESE
REEE
QcloudCVMInnerReadOnlyAccess
| QcloudCVMReadOnlyAccess
QcloudCVMFullAccess
REGEEUT -
{

"version": "2.0",
"statement”: [

{

"action": [
"name/cvm:Describe*",
"name/cvm:Inquiry*"
1,

"resource": "*",
"effect": "allow"

17

{

"action": [

WS - BRATE (bR ) BIREEAT

ZARS (CVM) 2ES5HEIR

=iRSE

12(F

XERFEF/A

KEXFBF/4H

XERFIF /4R
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O ERT PR RS

"name/vpc:Describe*”,
"name/vpcInquiry*",
"name/vpc:Get*"

1,

"resource": "*",
"effect": "allow"

17

{

"action™: [
"name/clb:Describe*"
1,

"resource": "*",
"effect”: "allow"

17

{

"effect": "allow",
"action": "name/monitor:*",
"resource"; "*"
}
]
}

DA BRI RET L RF 2 BRI MEEESRIERIRRIAZI BRI

CVM HErBLIEIE" Describe "FLRIRMEERIEFIRTELARIA" Inquiry "FFLAIRRBEAE.
VPC FFrELARIE" Describe "FFELRIRRBEIRIE. FRELLEIA" Inquiry
"FELFR B IR ERIATE LARIA" Get "FELAOFRBIRME.

CLB BB LA%IE" Describe "FFELRIFRERIE,

Monitor HRETERIEHELE.

SR ERIER RS

NREEERLAFREBEE (VM EHETHNREEER | SIRTER |, (ER=EE , TSI TNRERINZIE

WS - BRATE (bR ) BIREEAT 166 t176m
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RIBH | AIERZ R REREZ .

* CreateCbsStorages : BlIE=iELE,

* AttachCbsStorages : HEHIEEH M RBENEEN=EN L.

» DetachCbsStorages : fRiEIEEHMERE,

* ModifyCbsStorageAttributes : {EBUISE=EENBAFRHINE ID.

* DescribeCbsStorages : EHH=ERINFMSEME.

* DescribelnstancesCbsNum : il EEEAE G R EFHEBRGE MR EZRIDEL
* RenewCbsStorage : £EZFSERIEMERER,

* ResizeCbsStorage : ¥ AISEH#IE=E,

AN ERIBASSIFRP EN D ER R L.

{
"version": "2.0",
"statement": |
{
"action": [
"name/cvm:ModifyCbsStorageAttributes”,
1,
"resource": [
"gcs::cvm:iuin/1410643447:*"
1,
"effect”: "deny"
}
]

}

T EERIERRE

NRIERL AP REBES CVM
ERETHNZeR  FEERREE | ATBUATREMIZIERET | ARz R KRR ZEF.
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DeleteSecurityGroup : filf&Z£4H,
ModifySecurityGroupPolicys : &L BRERE,
ModifySingleSecurityGroupPolicy : (&M BHRS,
CreateSecurityGroupPolicy : BliEZL LA,
DeleteSecurityGroupPolicy : i AR,
ModifySecurityGroupAttributes : (& ZEBREH,

LATERIBRIFRFE CVM EHIEHhEREIE |, MkkZeBrER,

{
"version": "2.0",
"statement": [
{
"action": [
"name/cvm:DeleteSecurityGroup”,
"name/cvm:CreateSecurityGroup”
1,
"resource": "*",
"effect”: "allow"
}
]
}

LUTSRISRILALRFE CVM 2RlahEEEEE. MRMEN RSB RIBAINIR,

{

"version": "2.0",

"statement": [

{

"action": [
"name/cvm:ModifySecurityGroupPolicys",
"name/cvm:ModifySingleSecurityGroupPolicy",

"name/cvm:CreateSecurityGroupPolicy",

RETE : BR=ITE (bR ) BIREEAD #1687 176m
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"name/cvm:DeleteSecurityGroupPolicy”
1,
"resource": "*",
"effect": "allow"
}
]
}

S IP HBHFRYTER SRR

INRABELLAFREBEER CVM EHahrysatt 1P st | FAE (R [P
btk , ERSLAT R ERIIEIERIET | AR RS RERE B,

AllocateAddresses : 9yfigittitss VPC gi& CVM,
AssociateAddress : Jg3Ets IP il SECfiaE SMLEEEOXEL,
DescribeAddresses : & CVM =& A058ME IP i,

* DisassociateAddress : BUHZ#M: IP Hbht S3CflakE SMRiECXEE,
ModifyAddressAttribute : {SXGEME IP HEHEHIREE,
ReleaseAddresses : fEifosM: IP ik,

LT REESIFRPES M [P AR LIS E D EASLAIH S ZEXRER. BRATLMESGEME 1P
MR, BUESERME IP MeHEAOSCERERRREERME IP Hidlt,

{
"version": "2.0",
"statement”: [
{
"action": [
"name/cvm:DescribeAddresses”,
"name/cvm:AllocateAddresses”,
"name/cvm:AssociateAddress”

]I

"resource"; "*",

WS  BBRATE (ItR ) BREERT
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"effect”: "allow"
}
]

}

ENAFPHEERSE CVM RUR(EIIRAHS

INFREEERNAFAERE CYM BIEIR | AL T RESKEREZAF.
LATERBE Ao AP HERT id 5 ins-1, 7 iBiAY CVM #1ESAGRIERSR.

{

"version": "2.0",
"statement": [
{
"action": "cvm:*",
"resource": "qcs::cvm:gz:instance/ins-1",
"effect": "allow"
}
]
}

RINAFRESEEE CVM AR FIPRERES

INRIEIEESN A FREREMIEAY CVM RURIERIR | AIELA T RIS REXENZ R,

ATRERRE SO AP HE XS TMitbiEad CVM HEsauR ERUR.

{

"version": "2.0",

"statement": [

{

"action": "cvm:*",

"resource”: "qcs:icvm:gzi*tt,

WS - BRATE (bR ) BIREEAT
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"effect": "allow"

}
]
}

ERYE

SRS TETUR R A RER B EATEZERER |, BB LR B E X R,

BEMAIREEEAT ¢

{

"version": "2.0",
"statement": [
{
"action": [
"Action”
1,
"resource": "Resource”,
"effect": "Effect”
}
]

}

Actionsi B IS EHAT I al IR LB ATIR(E.
Resources S EIBINAI BN ERIR,
Effecteh#fap foidF e & 364E,

WS - BRATE (bR ) BIREEAT
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&S BT

ZRE /I L
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& BT

CVMBEIEARIHE
J0 M A lﬂ"

CVM EATNEE
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