EBEH=IHES IoT MQ
BN

T =

0%

BBz




O gy —
OO BEAG BEATBIF R

(A =BR]

©2013-2017 BER=RIFTB

RHFENABNZRREAE | REBAZELPETY  (HIERMELUEERAES. B8 DR £
EEEPEERD A IEAE.

(GalnzaED|
EH BT

RECEBRARRSEXUERIABARITE (1tR ) BREEATDREXBRATIREG. AXEERNE=T
ERRIER . BOEERFIARTE.

(ARSS=HR]
AEBHERAEZEPNEEN M o™ m. RSOIFNEBRER 857 m. RSNASTEERMEE

. CATESLRBR IR, IRBATFRE, IRSIVESNRESENZZERNEILERNE , RIS BEAE
B, B A SER B M REE IR RS ERIE.

WS - BRATE (bR ) BIREEAT F2m H11W



EAH BT

EANTHI= s

NHEBE=R
SRR et tet et s e e e e e ese st et as e e e ae e e e e s eeeet et et e e st seseeeasesaeeat st et e e e seneesaeaetatatas et e e ensesanasesaetetasasaeaene 2
BENTIRI et e ettt ettt s et ettt et et e ettt e s e e e e s et ne e seeeaee e sneaneneeneeaees 4
JAVA BTt e st st se e e se e s ease s s esee s easease s easesse e saseasesaesasenseseesaseasensenseanen 4

WS - BRATE (bR ) BIREEAT



BT

BN
Java BT

A~FlER Eclipse Paho Java SDK #2 X\ jEEBAFI IoT MQ,

INGHS

KBIfER Maven #9352, SNRIEGEEREMSTVIR | AIRIE EEA] EEAXIMNAT SDK T,

pom.xml B2E&

EIEAY pom.xml SEECE mattv3 #kit , ECEIT ¢

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupld>
<artifactld>org.eclipse.paho.client. mqttv3 </artifactld >
<version>1.1.0</version>
</dependency>

</dependencies>

<repositories>
<repository>
<id>Eclipse Paho Repo</id>
<url>https://repo.eclipse.org/content/repositories/paho-releases/</url>
</repository>
<repository>
<id>snapshots-repo</id>
<url>https://oss.sonatype.org/content/repositories/snapshots</url >
<releases>
<enabled>false</enabled>
</releases>
<snapshots>

<enabled>true</enabled>
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</snapshots>
</repository>

</repositories>

BPRSZITESEEN ZRHSEITE, SSITEHEAETT

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.io.UnsupportedEncodingException;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;

public class Signature {

private static char[] b64c = new char[l{'A", 'B', 'C’, 'D’,
‘e, 'F, G 'HYL T, U K L, MY, N, O P Q)
‘RS, T, UL VLW XYY, 2, 'Y,

e, g thy L K T, 'me, 'n, o, p T

AP I S V IR VAR VAR G A It R A

'4'I ‘5ll '6'I ‘7ll '8'I ‘9‘I '+'I ‘/l};
private static final String CONTENT_CHARSET = "UTF-8";

// base64 fRI3ITE , WNR(EA java8 , aJE#E(F java.util.Base64 +E
private static String base64_encode(byte[] data) {

StringBuilder sb = new StringBuilder();

int len = data.length;

inti =0;

int b1, b2, b3;

while (i < len) {
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bl = data[i++] & Oxff;

if (i == len) {

sb.append(b64c[bl >>> 2]);
sb.append(b64c[(bl & 0x3) << 4]);
sb.append("==");

break;

}

b2 = data[i++] & Oxff;

if (i == len) {

sb.append(b64c[bl >>> 2]);

sb.append(b64c[((bl & 0x03) << 4)

| (b2 & 0xf0) >>> 4)]);

sb.append(b64c[(b2 & 0x0f) << 2]);

sb.append("=");

break;

}

b3 = data[i++] & Oxff;
sb.append(b64c[bl >>> 2]);

sb.append(b64c[((bl & 0x03) << 4)

| (b2 & 0xf0) >>> 4)]);
sb.append(b64c[((b2 & 0x0f) << 2)
| (b3 & 0xc0) >>> 6)]);
sb.append(b64c[b3 & 0x3f]);

}

return sb.toString();

}

/I THERER

public static String signature(String src, String key, String method)

BN B a A

throws NoSuchAlgorithmException, UnsupportedEncodingException, InvalidKeyException {

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKey = new SecretKeySpec(key.getBytes(CONTENT_CHARSET),

mac.getAlgorithm());

mac.init(secretKey);
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byte[] digest = mac.doFinal(src.getBytes(CONTENT_CHARSET));
return base64_encode(digest);

}

// AT ECETUBE =6 83k15

final static String secretKey ="Gu5t9xGARNpq86cd98joQYCN3CozklgA";
final static String appld = "1251762227";

final static String instanceld = "mqtt-fludu2t6”;

/] TR KREEEEEER
public static String signature()
throws NoSuchAlgorithmException, InvalidKeyException, UnsupportedEncodingException {
String src = "Appid=" + appld + "&Instanceid=" + instanceld + "&Action=Connect";
return signature(src, secretKey, "HmacSHA256");
}

}

UFEBER

import org.eclipse.paho.client. mqttv3.*;

import org.eclipse.paho.client. mqttv3.persist. MemoryPersistence;

import java.io.IOException;

public class Subscribe {
public static void main(String[] args) throws IOException {
// SecretID #1 SecretKey i@idz API Z4E5KEN
final String secretld ="AKIDz8krbsJ5yKBZQpn74WFkmLPx3gnPhESA";
// endpoint i&d loT MQ =HI&%KEX
final String endpoint = "tcp://mqtt-fludu2t6.bj.mqgtt.myqcloud.com:1883";
// Topic E57E loT MQ 12418615
final String topic = "test/mobile/007";
// clientld LA “InstancelD@" Fk , BEIRIEEBME—
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final String clientld = "mqtt-fludu2t6@579863256";

MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(endpoint, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();

System.out.printIn("Connecting to : " + endpoint);

String sign = Signature.signature();

final String[] topicList = new String[J{topic};
final int[] qos = {0};
connOpts.setUserName(secretld);
connOpts.setServerURIs(new String[l{endpoint});
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(30);
sampleClient.setCallback(new MqttCallback() {
public void connectionLost(Throwable throwable) {
System.out.printIn("connection lost");
throwable.printStackTrace();

while (!sampleClient.isConnected()) {

try {

Thread.sleep(1000);
sampleClient.connect(connOpts);
sampleClient.subscribe(topicList, qos);

} catch (Exception e) {

e.printStackTrace();

}

}

}

public void messageArrived(String topic, MqttMessage mqgttMessage) throws Exception {

System.out.printIn("messageArrived:" + topic + "---" + new String(mqttMessage.getPayload()));

}
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public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {

System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}

Di

sampleClient.connect(connOpts);
sampleClient.subscribe(topicList, qos);
Thread.sleep(Integer.MAX_VALUE);

} catch (Exception me) {
me.printStackTrace();

}

}

import org.eclipse.paho.client. mqttv3.%;

import org.eclipse.paho.client. mqttv3.persist. MemoryPersistence;
import java.io.IOException;
public class Publish {

public static void main(String[] args) throws IOException {

// SecretID #1 SecretKey i@idz API Z$E5KEN

final String secretld ="AKIDz8krbsJ5yKBZQpn74WFkmLPx3gnPhESA";
// endpoint i&d IoT MQ =4I&5KEY

final String endpoint = "tcp://mqtt-fludu2t6.bj.mqgtt.myqcloud.com:1883";

// Topic E5E loT MQ 12418615

final String topic = "test/mobile/007";

// clientld LA “InstancelD@" Fk , BEFITEEBME—
final String clientld = "mqtt-fludu2t6@579863256";
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MemoryPersistence persistence = new MemoryPersistence();

try {

final MqttClient sampleClient = new MqttClient(endpoint, clientld, persistence);
final MgttConnectOptions connOpts = new MqttConnectOptions();

System.out.printIn("Connecting to : " + endpoint);

String sign = Signature.signature();
connOpts.setUserName(secretld);
connOpts.setServerURIs(new String[l{endpoint});
connOpts.setPassword(sign.toCharArray());
connOpts.setCleanSession(true);
connOpts.setKeepAlivelnterval(30);
sampleClient.setCallback(new MqttCallback() {
public void connectionLost(Throwable throwable) {
System.out.printIn("connection lost");

while (lsampleClient.isConnected()) {

try {

Thread.sleep(1000);
sampleClient.connect(connOpts);

} catch (Exception e) {

e.printStackTrace();

}

}

}
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public void messageArrived(String topic, MqttMessage mqgttMessage) throws Exception {

System.out.printIn("messageArrived:" + topic + "------ " + new String(mgttMessage.getPayload()));

}

public void deliveryComplete(IMqttDeliveryToken iMqttDeliveryToken) {
System.out.printIn("deliveryComplete:" + iMqttDeliveryToken.getMessageld());

}
D

sampleClient.connect(connOpts);
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for (inti=0;i<10; i++) {

try {

String scontent = "IoT MQ demo " + i;

final MgttMessage message = new MqttMessage(scontent.getBytes());
message.setQos(0);

n

System.out.printIn("publish msg: " + scontent);
sampleClient.publish(topic, message);

} catch (Exception e) {

e.printStackTrace();

}

}

} catch (Exception me) {

me.printStackTrace();

}
}
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