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Advanced Tools
Manage Certificates

Last updated : 2017-12-12 17:04:30

You can configure HTTPS certificate for a domain that has been connected to CDN. You can upload your
existing certificate for deployment, or directly deploy the certificate hosted or issued by SSL Certificate
Management platform.

You can apply for a free third party certificate from TrustAsia on SSL Certificate Management page.

Configuring Certificate

If you already have a certificate, you can upload it directly to the CDN page for configuration. Log in to

CDN Console, and go to Certificates page in Advanced and click "Configure Certificate™:

1. Selecting a Domain

Select the accelerated domain for which you want to configure a certificate. Note:

e The domain is required to be connected to CDN with a status of Deploying or Activated. For a
deactivated domain, certificate deployment is not allowed;

e When CDN acceleration has been activated for COS or Cloud Image, certificate cannot be deployed for
domain fileemyqgcloud.com or .image.myqcloud.com by default;

e Certificate cannot be deployed for SVN hosted origin currently.

2. Origin-Pull Method

After the certificate is configured, you can select the back-to-origin method by which CDN nodes get

resources from origin server:

e If HTTP is selected, the requests sent from users to CDN nodes support HTTPS/HTTP, and the requests

sent from CDN nodes to origin server all use HTTP;
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o If HTTPS is selected, the origin server is required to be already configured with a certificate, otherwise
back-to-origin failure may occur. When this is checked, if the requests sent from users to CDN nodes
use HTTP, the requests sent from CDN nodes to origin server also use HTTP; if the requests sent from
users to CDN nodes use HTTPS, the requests sent from CDN nodes to origin server also use HTTPS;

e Currently, domains connected with COS origin or FTP origin do not support using HTTPS as the back-
to-origin method;

e For the configuration of HTTPS, your origin server is required to have no port constraint or to be

configured with port 443, otherwise the configuration may fail.

3. Finishing Configuration

Once the configuration is finished, you can see the domain and certificate that have been configured

successfully on "Certificate Management” page.

Editing Certificate

For certificates that have been configured successfully, you can seamlessly update the certificates with
"Edit" button.

e Seamless switching between self-owned certificate and Tencent Cloud hosted certificate is supported;
e Once the edited certificate is submitted, it will be deployed by seamlessly overwriting the original one

without affecting your use of service.

PEM Certificate Format

The certificate issued by Root CA agency has a PEM format as show below:
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MIIE+TCCA+GoAWIBAQTQUIBGHINAKs 10Tl s2AZkrTANBgkghki GOw@BAQUFADCE
+TELMAKGALUEBRMCVVMxFzAVEgNVBACTD1Z 1.eml TaWdul CB.J bmMuMR 8wHYDVQQL
ExZWZXJIpU21nbiBUcnVzdCBOZXRIb3IrMTswOQYDVOQLEzIUZN I teyBvZiBlc2lg
YXQgaHRScHMELy 93 d3 cudmVyaXNpZ 2 4uY29+L 3 IwY SoAYykwOTEVMCBGALUEAxMn
VmVyaVNpZ24 g)2xhc3MgMyBTZWN anllgU2VydmVy TENBICOgRz IwHh cNMTAxMDA4
MDAWMD Awrith c NMTMMDA M ML OTUSW ] BgM)swCOYDVOQGEWI VUZE TME EGAT UECEME
V2FzaG1uZ3RvbjEQMA4GATUE BxQHUZVhdHR sZTEYMBYGALUEChQPOW 1 hemDuLmbh
bSB JbmMuMRowGAYDVQODFBF pYWBuYW1hemOuYXdz LmNvbTCBnzANB g kghlci GOweB
AQEFAADB jQAwaY kCgYEA3XbAEGea2d BBOGE UwL cEpwvGawEklUdLZmGL1rQ)ZdeeN
IvaF+Z TmBQwSAdlc2 Gr/ReY X tpx@doo (X mMm+ Y micsHmCZ d ruCriVleN/POwE £ gMMZ
X064 JVovINrFSAuxlE jgtwlyu/ /C3IWnDuIVGdg 76626gg00]5aj 4 8R2nBMNY cC
AwEAAaDCAdEwggHNMAKGAT UdEwQCMAARCWYDVRBPBAQDAgWgMEUGALUdHw(+-MDww
OgA40DaGNGhBdHAGLYITVLITZANLanlHRzI Y3 s LnZ 1 cml zaWdulmNvbSOTVLIT
ZWN1 cmVHMLS j crwRAYDVR@gBDBw(zASBat ghkgBhwvhFAQcXAzAgMCgGCCs GAQUF
BwIBFhxodHRwczovl 3d3dy52Z¥)pc21nbi5 jb2@venBhMBAGAL LA IQOWMBOGLCSG
AQUFBwMBBggrBgEFBQcDA AFBgNVHSMEGDANgBS] 7wsRzsBBAGNKZZBIshzgVy19
RzB2BggrBgEFBQcBAQRgMGawIAY IKwYBBQUHMAGGGChBdHAGLyIwY3NWLnZ Leml z
aldulmivbTBABggrBgE FEQcwAoY@aHROcDovL INMWULNTY3VyZS1HML 1haWEudmVy
aXNpZ24uY29tLINNULNLY23VyZUcylmNl cjBuBggrBgEFBQcBDARIMGChXgRE cMFow
WDBWF g1 pbWFnZS0naWYwITAfMACGBS sOAWI aBBRLa7kol gYMuOBS0) sprEsHiyEF
GDAmFiRodHRwO1 BvbGOnby 522X pc2 1nbi5 jb2@vdnNsb2 dvMSSnalWYwD(Y JKeZ1
hwcNAQEFBOADggEBALpFBXeG782(sTtGwEESzBcVCuKjrs13dWK1dFig30P4y/Bi
ZBYEywBt8zNuYFUE25Ub/ zmvmpe 7p@G76tm(8bRp/4qkdoiSesHIvF gl imksr31I0
3gaE1aN2BSUTHxGLnONAFA0hYYwwbeEZalxf gBiLdElodNwzovi]+2L 1DWGI0GrNI
NMB56xqhICPxY zkObuuCl 1 B4KzuB Thexz /1 EgYV+DiuTxe FA4ubwMDSeBnynbn
1giwRk458mCOngHe 1 y4P41 XoB2t4A/DI1T8ZNct/Qf 16%9a2L fEvcIrF7BELTRe5Y
R7PCKx7fc5xRaeldyGi/dlevmIBF /mSdncl55vas=
END CERTIFICATE

Advanced Tools Product Introduction

e [--- BEGIN CERTIFICATE ---, --- END CERTIFICATE ---] are the beginning and end, which should be

uploaded with the content;

e Each line contains 64 characters, but the last line can contain less than 64 characters;

The certificate chain issued by intermediate agency:

---BEGIN CERTIFICATE---
---END CERTIFICATE---
---BEGIN CERTIFICATE---
---END CERTIFICATE---
---BEGIN CERTIFICATE---
---END CERTIFICATE---

Rules for certificate chain:

e No blank line is allowed between certificates;

e Each certificate shall comply with the certificate format rules described above;

PEM Private Key Format
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RSA private key can include all private keys (RSA and DSA), public keys (RSA and DSA), and (x509)
certificates. It stores DER data encoded with Base64 and is enclosed by ascii header, being suitable for

textual transfer between systems. Example:

MIIEpATBAAKCAQEAVZ1SSSChHE7bmT BmFylkAx(1tKCYulkwBiWZwk0S+FEBTWHyBK
tTHSfD1UOTLGqycrHEG 7 o] YDADK+LVIHU/Of/pUM{ 9LLnrE3N34DaVz(dKARBT IA
Xwd5grgF JM] clva2khNKAL +£NPSCP)ooODDrPPwoc? cx 7LEMbRd FZ8858KIoluz]
S FDAOyulNoqalePZ HKO0njn957ZEPh jtUpVZuhS3409D0M/+ 13T 8aaNYWhrPBcO
FMczBZE6XQGF1rZ G/ Ve528GX6rbSdUYpdcfXzNSWMExY g8al L 7UHDHHPI4AY satdG
z5TMPnmE £ 8y ZPUYudT 1 xgMVAov] rB0Dg+50m3QIDAQABACTBAGL 682/ nnFyRHrFL
laF6+Wen8ZviNgkm@hAMOWI Jh1Vpl F174//80vea/EviltulHyBET 2PZ0oNVhxe 35
cgQ93Tx424WGpCwlshS FxewfbAY G 3ur BN0xgBul@ 7B AxakKHNcmNG 7 dGyol UowRu
S+yXLrpVzH1YkuHBTTS3udd6Te TWi 77 r8dkGi9KSAZBpRal1 9B 7+ CHKI zmbybs /2
Q6N zHZ4Y AxwkTYLKGHjo1eYs111ah1AIWICWgTe3+LzG2pIpM7 T+ KOnHC Sesei
15x0h/0T/ ujZsyXOP0PalyE2bay@t080+GexMB 765 svBKVhKFWN jLUnh FEW cqF CD
xghhxkECgYEA+PFENbEeyX1+/Y UBNM2 f g3+r5Cms@79Bg+0+yZzF50hggHuledl
ZXTHr]ouEB1XElarpijVs WHmFhYSTmEDbdD7S 1+ Ly@BY4cPTRhzi FTKEBAKTHMK
605udliNsg@Z8hnlX14 lox2 cWIZQa/HC Sudey(ot PANsMINgpBY FLCACYE AwvNF
Bf+/jUjtBHoyxChd STAgk4UBod-+hBCObNCXvSqCz4mRy TaWz FEGE/AR3IMA2 rhmZ 1
Grnl5fdfe7uY+1sQf 2051 jwTadl BN4 1 ed05Sa/ukRaldUzVgnYp2alKactulf f\VbL
+kf7282IRAGazSLvGmABhu/ GLEbgFU3 FkSkwO3ECgYBpYKFTT7 JvwnAErME I £2y5S
ICRKbaB3gPSe/1CgzylnhtaFOUbNxGeuow LAZRBwrz 7 X3 TZgHEDCY 0l Fmk3460f
OhGLITyocehkbYkAUtqDIBYO4EKhES./ T=M=zB0f rXiPKgOsBUKDzk+G5E7oot liva
REXzul35EwxTEBwWNN1abp(KBg)CETial ClglFteX(yGeNdcRel MneUhKIKeP +xn
R3kV10EMZCfAdgirAji(NaPkhOBxbp2eHCrbE1MFANLROS Lok79b/ VmTZMC 3upd
EJ/1SWjZKPbwrhCFAeRtPhxyNTI51dEIu3UBEQid8111gi Pgn@p3sE@HRDIA0gZX
aaiMEQKBgQDK2bsnZ EQy@ZWhGTeuddvziKmFrSkIMGH8pLaTiliwl iRhRYWysZ0
BOIDxnrmwiPaObCtEpKERzq2 8dg7 gpupC sOCavRovOBhSHxByy2 3ImOhFRz fDel}7z
NTKh193HHF1joMM8 1 LHFyGRFEWWrroWSgFBudREUSRNR/G1011xZ ==
END RSA PRIVATE KEY

RSA private key rules:

e [---BEGIN RSA PRIVATE KEY---, ---END RSA PRIVATE KEY---] are the beginning and end, which should
be uploaded with the content;

e Each line contains 64 characters, but the last line can contain less than 64 characters;

If the private key is generated using other methods than the one described above and has a format of [---
BEGIN PRIVATE KEY ---, --- END PRIVATE KEY ---], you can convert the format as follows:

openssl rsa -in old_server key.pem -out new_server key.pem

Then upload the content of new server key.pem and the certificate.

PEM Format Conversion

Currently, CDN only supports the certificate with a PEM format. Any non-PEM certificates are required to
be converted to PEM format before being uploaded to Cloud Load Balance. It is recommended to use
openssl tool for the conversion. Here are some common methods for converting the certificate format to
PEM format.
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Converting DER to PEM

DER format generally occurs in Java platform.

Certificate conversion:

openssl x509 -inform der -in certificate.cer -out certificate.pem’

Private key conversion:

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Converting P7B to PEM

P7B format generally occurs in Windows Server and Tomcat.

Certificate conversion:

openssl pkcs7 -print_certs -in incertificat.p7b -out outcertificate.cer

Obtain [--- BEGIN CERTIFICATE ---, --- END CERTIFICATE ---] content in outcertificat.cer as a certificate for
upload.

Private key conversion: no private key
Converting PFX to PEM
PFX format generally occurs in Windows Server.

Certificate conversion:

openssl pkcs12 -in certname.pfx -nokeys -out cert.pem

Private key conversion:

openssl pkecs12 -in certname.pfx -nocerts -out key.pem -nodes

Completion of Certificate Chain

CA agency mainly provide the following three certificates: Apache, IS, Nginx.

CDN uses Nginx. Select the certificates with an extension of .crt or .key under Nginx folder. A certificate of

PEM format can be directly opened in text editor. You just need to copy and upload it.

You can also complete the certificate chain by pasting the content of CA certificate (PEM format) to the
bottom of domain certificate (PEM format).
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Manage Traffic Packages

Last updated : 2018-04-03 16:34:50

If your billing method is Pay by Traffic, you can purchase a traffic package for cost saving. You can check
the usage of traffic package in CDN Console to keep track of the balance of traffic package in real time

and top it up in time so that your use of CDN services will not be affected.

Log in to CDN Console and select Advanced page. You'll see the Traffic Package Management feature
provided by CDN:

CDN Traffic Pack Management
Available Traffic Packs Expired TG BN [E T Ol Traffic Pack Usage

Overview
Domain Management Type Usage Obtained time 3 Expiry Time 3 Source

Used: NaNTB(Total: NaNTB)
Purge Cache undsfined ‘WeChat Official Account
B Used: D8(Total: 10.00G8) )

FREE data pack 2017-05-01 05:35 2017-06-01 Tencent Cloud

Logs

Used: 9.90KB(Total: 50.00GE)
Advanced Newbie data pack 2017-05-01 00:00 2017-06-01 ‘WeChat Official Account

Certificates Used: 0B{Total: 50.00G8)

Newbie data pack 2017-06-01 00:00 2017-07-01 ‘WeChat Official Account
©  Data Packages

Used: 0B{Total: 50.00GE)

Inspect Tool Newbie data pack 2017-07-01 00:00 2017-08-01 WeChat Official Account

Hosted Sources

It Switch to International

otal 5 items Lines perpage: 10 ™ 171

This page provides the history of purchase and usage of traffic packages.
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