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Advanced Tools

Manage Certificates

You can configure HTTPS certificate for a domain that has been connected to CDN. You can upload
your existing certificate for deployment, or directly deploy the certificate hosted or issued by SSL

Certificate Management platform.

You can apply for a free third party certificate from TrustAsia on SSL Certificate Management page.

Configuring Certificate

If you already have a certificate, you can upload it directly to the CDN page for configuration. Log in

to CDN Console, and go to Certificates page in Advanced and click "Configure Certificate":

CDN < Certificate Management
Overview
Domain Management » Upload a certificate if you already have one. You can configure, switch and delete certificate in this page.

* You can go to SSL Certificate Management [& to apply for a DV SSL certificate issued by TrustAsia for FREE
Purge Cache
Statistics - ‘Configure Certificate Search by domain name = Q
Ceutificates Service Domain Certificate list Certificate source Expiry Time Origin-Pull meth... Certificate status Operation
Logs

Sarry, no relevant data found

Verify Tencent IP Tool
[t Switch to China

1. Selecting a Domain
Select the accelerated domain for which you want to configure a certificate. Note:
* The domain is required to be connected to CDN with a status of Deploying or Activated. For a
deactivated domain, certificate deployment is not allowed;
* When CDN acceleration has been activated for COS or Cloud Image, certificate cannot be

deployed for domain

file.myqcloud.com
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or
.image.myqcloud.com

by default;

* Certificate cannot be deployed for SVN hosted origin currently.

CDN < < Configure Certificate
Overview
Domain Management Please make sure the domain has already connected with Tencent Cloud CDN and the status is "Deploying” or "Activated”.
Purge Cache

Select the domain you want to configure certificate
Statistics

& Dan Enter keywords/Select from dro..

Certificates -
Logs
Verify Tencent IP Tool Select a certificate

[t Switch to China

Tencent Cloud Hostin

Click S5L Certificate Management to check details about hosting certificate. You can apply for a certificate for FREE in S5L Certificate Manageme

nt page

2. Origin-Pull Method

After the certificate is configured, you can select the back-to-origin method by which CDN nodes get

resources from origin server:

FISESC 1IGAT 3UIT LIS UDIIGHT 133 QI TEUY LUIT0LSW Wil | SHLTTIL WIUUL LN G160 301U 3 LCRIUYIY Wl MO uveicd .

CDN
Select the domain you want to configure certificate
Overview

enviice Domain -

www.tencent.com
Domain Management

Purge Cache

Statistics Select a certificate
Certificates Tencent Cloud Hosting Certificate
Click SSL Certificate Management to check details about hosting certificate. You can apply for a certificate for FREE in SSL Certificate Manageme
Logs
nt page.
Verify Tencent IP Tool
erheats No available certificates v

[t Switch to China

Select the origin-pull method |

Origin-Pull method @) HTTP Follow protocol

e If HTTP is selected, the requests sent from users to CDN nodes support HTTPS/HTTP, and the
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requests sent from CDN nodes to origin server all use HTTP;

 If HTTPS is selected, the origin server is required to be already configured with a certificate,
otherwise back-to-origin failure may occur. When this is checked, if the requests sent from
users to CDN nodes use HTTP, the requests sent from CDN nodes to origin server also use
HTTP; if the requests sent from users to CDN nodes use HTTPS, the requests sent from CDN
nodes to origin server also use HTTPS;

* Currently, domains connected with COS origin or FTP origin do not support using HTTPS as
the back-to-origin method;

* For the configuration of HTTPS, your origin server is required to have no port constraint or to

be configured with port 443, otherwise the configuration may fail.
3. Finishing Configuration

Once the configuration is finished, you can see the domain and certificate that have been configured

successfully on "Certificate Management" page.

Editing Certificate

For certificates that have been configured successfully, you can seamlessly update the certificates

with "Edit" button.
* Seamless switching between self-owned certificate and Tencent Cloud hosted certificate is
supported;

* Once the edited certificate is submitted, it will be deployed by seamlessly overwriting the

original one without affecting your use of service.

PEM Certificate Format

The certificate issued by Root CA agency has a PEM format as show below:
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MITE+TCCA+GgAWIBAGIQU3RGHIX4Ks10TN1s2A2kr TANBgkghki GCOwBBAQUFADCE
+TELMAKGAIUEBhMCVVMxFzAVEgNVBAGTD1Z 1eml TaWdul CB.JbmMuMREwHQYDVQOL
ExZNZXJIpU21nbiBUcnVzdCBOZXR3b3IrMT swlQYDVQQLEzIUZX I tcyBvZiBlc2Ug
YX(QgaHRBcHMELy23d3 cudmVyaXNpZ 24uY204L 3 IwY SoAYylawOTEVMCBGALUEAxMm
Vm\yaVNpZ24gQ2xhc3MgMyBTZWNLemllgU2VydmVy TENBICBgRz IwHh cNMTAxMDAS
MDAWMD Awrilh cMMTMxMDAIMIMLOTUSW] BgM)swCQYDVQQGEwIVUZE TMBEGATUECBME
V2FzaGluZ3Rvb] EQMA4GATUE BxQHU2VhdHRsZTEYMBY GALUE ChQPOW1hemOuLmiv
b5B JbmMuMRowGAYDVQQDFE FpYWOuYWLhemOuYXdzLmNvb TCEnzANBgkqhlki GOw@E
AQEFAADB jQAwg YkCgYEAIXbREGeaZ2dBBQGEUWL cEpwvGawEkUdLZmGL1rQ)ZdeeN
IvaF+I TmBOwWSAdk2Gr /RwY X tpaBdocv(XmMm+ Y micsHmCZ d ruCriW1.eN/POwB £ gMMZ
A964L jVov3INrFSAuxUB jgtwlyw/ /C3hWnuIVGdg 766 26ga00]5a 4 8R2nBMnV cC
AwEAAaDCAdEwg gHNMAKGALUdEwQCMAAWCWYDVRAPBAQDAgWgMELGAL U dHw(}+MDww
OgA4oDaGNGhBHAGLYITVLITZWNLomlRzI Y3 ) sLnZ 1 cmlzaWduLmivbSOTVLIT
ZWN1emVHML5 j crmwRAYDVR@gBDOw0zASBgtghkgBhwvhFAQ X AzAgMCgGCCsGAQUF
BwIBFhxodHRwczovl3d3dy52ZXIpc2lnbi5jb2@venBhMBRGALLHIQOWMBOGCCSG
AQUFBwMBEggrBgEFBQcDAAFEgNVHSMEGDAWGBS] PwsRzsBBAGNKZZBIshzgVy1D
RzB2BggrBgEFBQcBAQRGMGgwIAY IKwYEBQUHMAGGGGhBdHAGLyOvY3NWLNnZ Lemlz
aWdulmMvbTBABggrBgE FBQcwAoYBaHRAcDovL INNULNTY3Vy Z51HM 1haWEudmiy
aXNpZ24uY20+L INWUINLY3VyZUcylmN1 cjBuBggrBgE FBcBDARIMGChXgB cMFow
WDBWFglpbWFnZ 59naWYwITAfMACGBSs0AWIaBBRLa kol g¥YMUOBS0)sprEsHiyEF
GDAmFiRodHRwO1 BvbGOnby 522X pc2 1nbi5 jb2@vdnNsb2dvMSSnalWYwD(Y JKoZ 1
hvcNAQEFBADggEBALpFBXeG7B2(0)sT+EWEEIzB VLK jrs13dWK1dF iq30Pdy/Bi
ZBYEywB+ 8zNuYFUE25Ub/ zmvmpe 7 p@G76tm(8bRp/ 4gkJoiSesHIvF gl Imksr3 10
3gaElaN2BSUTHxGLONAF@OhYwwbeEZalxfgBiLdELodNwzowh]+2L 1DWGI0GrNI
NM856xjqhJCPxYzkObuuCl 1B4KzuBC Thexz /1 EgYV+DiuTxcFAdubwMD Se@rynbn
1giwRk458mC0ngH4 1y4 P41 XoB2+4A/DI1T8ZNct/(F16%a2L FovcOrF7BELTOeSY
R?CKx7fc5xRaeQdyGj/ dlevmIBF /mSdncl 55vas=
END CERTIFICATE

* [--- BEGIN CERTIFICATE ---, --- END CERTIFICATE ---] are the beginning and end, which

should be uploaded with the content;

* Each line contains 64 characters, but the last line can contain less than 64 characters;

The certificate chain issued by intermediate agency:

---BEGIN CERTIFICATE---
---END CERTIFICATE---
---BEGIN CERTIFICATE---
---END CERTIFICATE---
---BEGIN CERTIFICATE---
---END CERTIFICATE---
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Rules for certificate chain:

* No blank line is allowed between certificates;

* Each certificate shall comply with the certificate format rules described above;
PEM Private Key Format

RSA private key can include all private keys (RSA and DSA), public keys (RSA and DSA), and (x509)
certificates. It stores DER data encoded with Base64 and is enclosed by ascii header, being suitable

for textual transfer between systems. Example:

MIIEpATBAAKCAQEAVZ1SSSChHE7bmT BmFykAx(1tKCYukwBiWZwk05+FEbTWHYBK
tTHS fD1u9TL6qy crHEG ¥ cj YDADK+kVIHU/OF/pUW{9LLnrE3W34 DaVzQdKABBT A
¥wd5grgF M) clva2khNEAL++NPSCPIooDDrPPwx 7 cx7LbMbRd FZ8858KIoluz]
/D@ XyuWogaLle PZHKI0njn957ZEPh jtUpVZuhS3409DDM,/ £ 13T BaaNYWhrPBcO
jNczBZ6XQGF1rZG/Ve528616rbSdUYpdcfXzNSWMExY g8al L 7UHDHHPT4AY satdG
z5TMPrimE £ 8y ZPUYudT L xgMVAov] r@8Dg+50m30IDAQABACIBAGL 682/ nnFyRHFFL
LaF&+Nen8ZvNglm@hAMQwIIh1Vplf174//80vea/EviitulHyBeT . 2PZ0oNVhxe35
cgQo3Txd 24NGpCwllshS FxewfbAYGFIurSW0xqBul@7BAxakHNemNG 7 dGyol UowRu
S+yXLrpVzH1YkuHBTTS 3udd6 Te TWL 77 r8dkGi9KSAZBpRal19B7+CHKT zmbybs /2
Q6N zHZAYAxwkTYLKGH joleYs111ah 1AIWICVg T c3+Lz02p I pM7 T+K0nHC SesweM
15x9h/0T /ujZsyXOPOPaAyE 2 bay@t080+GexMa765svBKVhKF W LUnhfEWcqFCD
xghhxkECaYEA+P FENBGeyX1+/Y/UBNM2 fg3+r5CmsB§9Bg+0+yZzF5GhggHuDedU
ZXIHrJ9ueB1XElarpijVs/ WHmFhYSTmoDbdD7S 1t Ly@BY4cPTRhziFTKEBAKTMME
605udUiNsg@I8hnlX14 1ox2cWIZQa/ HC Sudey(ot PANsMIWgpEV 7t CBCYE AwvNT
@f+/jUjt@HoyxCh4 STAgk4UBod-+hBCObNcX vSqCz4mRy TaWz FEGE/ARIM2 rhmZ 1
Gnl5fdfe?uY+1sQfX205] jwTadl B4 1 ed05Sa/ukRaldUzVgnYp2alkxtulf Vbl
+kf72BLIRAGazSLvGmABhu/GLEbg FU3FlkSkwD3IECgYBpYKTTT r lvwnAErMt I F2y5s
ICRKb{JaB3gP5e/1Cgzy 1nhtaFOUbMxGeuowlAZR@wrz 7X3TZgHEDCY ol 7Tmk 3460 f
OhGLITyoehkbYlkAltqO38YO4EKhGES, TzMzBOf rXiPKg9sBUKQzkU+GSE oot 1i4a
REXNzu835EwxTEBWNNLabpQKBg(CETial ClqlFteXQyGcNdcRe LMncUhKIKCP /+xn
R3kV106MZCFAdgirAjiQNaPkhoBxbp2eHCrb81MFANLROS Lok 79b/ 7VmTZMC 3upd
E1/1iSNjZKPbw7hCFAeRtPhxyNTI51dEIuIUBEQid8111gi Pgn@p3sE@HpDI80q7X
aaiMEQKEgQDK2bsnZESy@ZWhGTeud4vziKmFrSkIMGHEpLaTiliwliRhRYWysZ9
BOIDxnrmwiPaObltEpKERzq2 8dgq 7 qxplsOCavi)RevOBhSHxByy2 3mOhFRzfDe(7z
NTKh193HHF1joMME 1 LHFyGRf ENWrroWSgfBudREUSRNR/ G101 1x T M=
END RSA PRIVATE KEY

RSA private key rules:

 [---BEGIN RSA PRIVATE KEY---, ---END RSA PRIVATE KEY---] are the beginning and end,
which should be uploaded with the content;

* Each line contains 64 characters, but the last line can contain less than 64 characters;

If the private key is generated using other methods than the one described above and has a format

of [--- BEGIN PRIVATE KEY ---, --- END PRIVATE KEY ---], you can convert the format as follows:
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openssl rsa -in old_server_key.pem -out new_server_key.pem

Then upload the content of new_server_key.pem and the certificate.

PEM Format Conversion

Currently, CDN only supports the certificate with a PEM format. Any non-PEM certificates are
required to be converted to PEM format before being uploaded to Cloud Load Balance. It is
recommended to use openssl tool for the conversion. Here are some common methods for
converting the certificate format to PEM format.

Converting DER to PEM

DER format generally occurs in Java platform.

Certificate conversion:

openssl x509 -inform der -in certificate.cer -out certificate.pem’

Private key conversion:

openssl rsa -inform DER -outform PEM -in privatekey.der -out privatekey.pem

Converting P7B to PEM
P7B format generally occurs in Windows Server and Tomcat.
Certificate conversion:

openssl pkcs7 -print_certs -in incertificat.p7b -out outcertificate.cer
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Obtain [--- BEGIN CERTIFICATE ---, --- END CERTIFICATE ---] content in outcertificat.cer as a

certificate for upload.

Private key conversion: no private key
Converting PFX to PEM

PFX format generally occurs in Windows Server.
Certificate conversion:

openssl pkcsl2 -in certname.pfx -nokeys -out cert.pem

Private key conversion:

openssl pkecsl2 -in certname.pfx -nocerts -out key.pem -nodes

Completion of Certificate Chain
CA agency mainly provide the following three certificates: Apache, IIS, Nginx.

CDN uses Nginx. Select the certificates with an extension of .crt or .key under Nginx folder. A

certificate of PEM format can be directly opened in text editor. You just need to copy and upload it.

You can also complete the certificate chain by pasting the content of CA certificate (PEM format) to

the bottom of domain certificate (PEM format).
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If your billing method is Pay by Traffic, you can purchase a traffic package for cost saving. You can

check the usage of traffic package in CDN Console to keep track of the balance of traffic package in

real time and top it up in time so that your use of CDN services will not be affected.

Log in to CDN Console and select Advanced page. You'll see the Traffic Package Management

feature provided by CDN:

CDN Traffic Pack Management
Available Traffic Packs Expired

Overview
Domain Management Type Usage

Used: NaNTB(Total: NaNTB)
Purge Cache undefined
Statistics Used: 0B(Total: 10.00GB)

FREE data pack

Logs

Used: 9.90KB(Total: 50.00GB)
Advanced Newbie data pack

Certificates Used: 0B(Total: 50.00GE)

Newbie data pack
© Data Packages
Used: 0B(Total: 50.00GB)

Inspect Tool Newbie data pack

Hosted Sources

It Switch to Internationa

This page provides the history of purchase and usage of traffic packages.

©2013-2017 Tencent  Cloud.  All rights

reserved.

Obtained time 3

201

201

201

201

7-05-01 05:35

7-05-01 00:00

7-06-01 00:00

7-07-01 00:00

201

201

2017-

201

Purchase Traffic Packs Traffic Pack Usage

Expiry Time $

7-06-01

7-06-01

07-01

7-08-01

Lines per page:

w0~

Source

WeChat Official Account

Tencent Cloud

WeChat Official Account

WeChat Official Account

WeChat Official Account

171
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