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SDK 35
iOS SDK

EITEFAE : 2018-09-19 20:27:00

HttpDNS FIEEINEER A T Bt RHTIEERES LocalDNS B SENEAHIRERARNLE. RIER
{EF HTTP NN E ISt DNS thill , B MIREAEREE , AN EIFRIATREME.

TR
EEMHE S demo T2, HHEE

demo A& i5<BH

&EAFBuild Setting->C++ Language Dialect"Ee&79"GNU++98" , “Build
MSDKDns.framework Setting->C++ Standard Library"/3libstdc++(GNU C++ standard
library) "B T#Z,

&EFF"Build Setting->C++ Language Dialect"#1"Build Setting->C++
MSDKDns_C11.framework Standard Library ®IRBCE S 59 "GNU++11"F0"libc++(LLVM C++
standard library with C++11 support)" I TFZ,

BALER

EEALTEE (Beacon ) BNLSS

{NZES|INF HTTPDNSLibs BRTH) MSDKDns.framework ( B MSDKDns C11.framework , tRiE TiEEC &%
H—) BPAl.,

FEANLTEE (Beacon) AONKSS
1. BINMKEREE ({i7F HTTPDNSLibs BRTF)

o BeaconAPI| Base.framework
o MSDKDns.framework ( 8¢ MSDKDns C11.framework , t{RIETIZECEiIEE— )

2. BINEGE :
o libz.tdb

RS : BB UE (bR ) BREEAH 4 HA1I
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o libsqlite3.tdb
o libstdc++.tdb
o libstdc++.6.0.9.tdb
o libc++.tdb
o Foundation.framework
o CoreTelephony.framework
o SystemConfiguration.framework
o CoreGraphics.framework
o Security.framework
3. #7£ application:didFinishLaunchingWithOptions: IINERITIEE :

[[BIEEENTERNSTERTATRE , RENTERSERLA RS AT E

//******************************

NSString * appkey = @"\/$ZA9kTiZappkey , BT =EREAFRE;
[BeaconBaselnterface setAppKey:appkeyl];

[BeaconBaselnterface enableAnalytics:@"" gatewaylIP:nil];
//******************************

=

iB7E Other linker flag EA0A -ObjC #r&.

AP K fsE P75

SREY IP HEFENMED |, BE£E 0 WGGetHostByName , B4 TWGGetHostByNameAsync , 5| AL,
VEFERECRIE, RERIMIIET(S NSArray , BIEIKERN 2 , EHRSE—ME/ IPv4 ittt | S5”ME7 IPv6 it
it IREHETCAYFEAIRARLIT

o [IPv4, 0] : — iR SSHEERRIBEF , BAFDIISRENXMHIEIIER , BIATFE IPv6 ftilit |, {UR[E] IPv4 itk
B[lss ;

o [IPV4, IPV6] : B4ETE IPV6 TREET , IPV6 5 IPv4 IS RELAIISS

e [0,0] : EIREDHHIERT , IREIZIET LSS | AT HttpDNS 5 Local DNS i&kIg#8RT , WS EFHER
WGGetHostByName #[RPA],

=

{&£F3 IPv6 3tehibiH4T URL 1E3KRT , F|INFSHES [ ] #H4T40IE | gD

RS : BB UE (bR ) BREEAH 5 H41m
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http://[64:ff9b:b6fe:7475] /**%** **

BRIV :

1.1Pv6 5 0 , 545 IPv4 HblibZESS ;
2. IPv6 HBUEARA O, fL5E(ER IPV6 iER: , AN IPv6 iR , B#ERE IPv4 BhH TiERE,

3XEY IP

R4EO WGGetHostByName

/**

*AEED

* @param domain 1%

* @return EIRZEIRYIPELAE |, &R ( 1s ) BEAFRAKEIHEIRE0,0]204H
*/

- (NSArray *) WGGetHostByName:(NSString*) domain;

OO :

NSArray* ipsArray = [[MSDKDns sharedInstance] WGGetHostByName: @"www.qqg.com"];
if (ipsArray && ipsArray.count > 1){

NSString* ipv4 = ipsArray[0];

NSString* ipv6 = ipsArray[1];

if (![ipv6 isEqualToString:@"0"]) {

//EFZEIR © Hipvoltt it 7T , 1hsEERHipveitbit

//TODO (€ Hipveitili#iTi#rE , IEEIETL , IpVoFBIITHES| IATLEE , BIZ0 - http.//[64.ff9b::b6fe:7475]/
} else if (![ipv4 isEqualToString:@"0"]) {

/MEBipvAtb it iz

} else {

/SRR IEIIRIEI90,0 , #KEE—X

}

}

&80 : WGGetHostByNameAsync

Ve
* S

* @param domain &

* @return EIFFIRIIPEE , AT ( 1s ) BEFRAEIGERIE[0,0]1204H
v

- (void) WGGetHostByNameAsync:(NSString*) domain returnlps:(void (*)(NSArray* ipsArray))handler;

RS : BB UE (bR ) BREEAH 556 H41m
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[[MSDKDns sharedinstance] WGGetHostByNameAsync:domain returnlps:A(NSArray *ipsArray) {

if (ipsArray &8& ipsArray.count > 1) {

NSString* ipv4 = ipsArray[0];

NSString* ipv6 = ipsArray[1];

if (![ipv6 isEqualToString:@"0"]) {

/EFFEIR © Hipvott it f7ERT , 1LsC(ERHipvortit

//TODO (EFFipveitstt#t{TURLIERZET , (EE/ETL , ipv6EIIHHES] [B1T4LEE , 40 : http.//[64:ff9b:b6

fe:7475]/

} else if (![ipv4 isEqualToString:@"0"]){
JNEFipvAttB A {TIERE

} else {

/R IERIE]90,0 , FiXEil—X

}

}

H

o ENBERATN 2 . THFEFST  JEEZIEFER  WAEF , W result J9 nil,

__block NSArray* result;

[[MSDKDns sharedInstance] WGGetHostByNameAsync:domain returnlps:A(NSArray *ipsArray) {

result = ipsArray;

ik
[/ TEEF , O EESRIERER , WERF , Mresult’nil

if (result) {
[/ EFNEFER | P TIEEEE
} else {

/I RRIER TR, W5 AERIGEE
}

EOREESEXK , mE—FERAR

o AT
o i : FRIEERIEKREBEZ IR BRI TR T RANERHRE ;
o TR : BEEOMNMERELEOEEES.

o 2

o iR : MTRETRNEIEFEERRNS | (FRATY  ILHESE  EERSIEFERHTREANERERE

Sl 7 EEEOPRETFE AREEEE 100ms AIER |
o B : ERIBEKAT , result —E= nil , B SIEMGIRSIE.

REWSEFER

RS : BB UE (bR ) BREEAH
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/ **
REWSEXEE ( BNmUSEE )

@param appkey W¥appkey , BEilz=EM ( https;//console.cloud.tencent.com/httpdns ) EHig5x1S , FH
F LR

@param dnsid dnsf##frid , BIfE#id , =B M ( https//console.cloud.tencent.com/httpdns ) EHiEH%
78 , TSk

@param dnsKey dnsfZifrkey , BIFEIRidxTfATkey , BEIA=ER ( https.//console.cloud.tencent.com/htt
pdns ) BHIEEE , FHF S EITEIK

@param debug Z&FF/EDebugHE , YES : FiiE , NO : X, ENEBERFFS  IED EZ6EIXIA
@param timeout EEATATE] , B{ums , ZNREO , WiREEIAE2000ms

@return YES:iKE ML) NOIKEXIM

4

- (BOOL) WGSetDnsAppKey:(NSString *) appkey DnsID:(int)dnsid DnsKey:(NSString *)dnsKey Debug:
(BOOL)debug TimeOut:(int)timeout;

[[MSDKDns sharedInstance] WGSetDnsAppKey: @"\l'55appkey , HSIA=EMERIEIAE" DnsID:dnsfi#
#rid DnsKey:@"dnsfi#tTkey" Debug:YES TimeOut:2000];

ES=E T

1. INREFimHAYSEES Host 4858 |, HIa048E 7 Host B9 HTTP fg35a; CDN AYBRSS . BBATEA HttpDNS iR[EIRY
IP Ziaim URL FPRUER LA |, BEEISE HTTP kY Host =FER.
o LA NSURLConnection 94l :

NSURL* httpDnsURL = [NSURL URLWithString:@" {EFEfEHTLEER IP #HZRIURL" 1;

float timeOut = X EHIEATATE;

NSMutableURLRequest* mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL ca
chePolicy:NSURLRequestUseProtocolCachePolicy timeoutinterval: timeOut];

[mutableReq setValue:@" 51545 " forHTTPHeaderField:@"host"];

NSURLConnection* connection = [[NSURLConnection alloc] initWithRequest:mutableReq deleg
ate:self];

[connection start];

o LA curl A4 :
BRIZEEiGA www.qq.com |, JE8iT HttpDNSHEFTHRAY IP 9 192.168.0.111 , BRABILXAN A RIEHERD
o :

curl -H "hostwww.qq.com” http://792.168.0.111/aaa.txt.
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o LA Unity B9 WWW #0541

string httpDnsURL = "SRR IPHHERIURL",

Dictionary<string, string> headers = new Dictionary<string, string> ();
headers["host"] = "EiHZ";

WWW conn = new WWW (url, null, headers);

yield return conn;

if (conn.error != null)

{

print("error is happened:"+ conn.error);

} else

{

print("request ok" + conn.text);

}

2. 1A MREFAT HTTP RI2 , MREAT HTTP KIE |, BINAZERFA HttpDNS s & /#1T,
o IMEAERT HTTP (I :

- (BOOL)isUseHTTPProxy {

CFDictionaryRef dicRef = CFNetworkCopySystemProxySettings();
const CFStringRef proxyCFstr = (const CFStringRef)CFDictionaryGetValue(dicRef, (const void*)kC
FNetworkProxiesHTTPProxy);

NSString* proxy = (__bridge NSString *)proxyCFstr;

if (proxy) {

return YES;

} else {

return NO;

}

}

o MNRAEERT HTTPS L

- (BOOL)isUseHTTPSProxy {

CFDictionaryRef dicRef = CFNetworkCopySystemProxySettings();
const CFStringRef proxyCFstr = (const CFStringRef)CFDictionaryGetValue(dicRef, (const void*)kC
FNetworkProxiesHTTPSProxy);

NSString* proxy = (__bridge NSString *)proxyCFstr;

if (proxy) {

return YES;

} else {

return NO;

}

}

RS : BB UE (bR ) BREEAH 9 H41m
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SCEIA =

Unity TIRIEA

1. % HTTPDNSUnityDemo/Assets/Plugins/Scripts THJ HttpDns.cs {4 M E] Unity X35z
Assets/Plugins/Scripts E&12 .

2. EEEHITIH B ETAYERS . 1B HttpDns.GetAddrByName(string domain) 52
HttpDns.GetAddrByNameAsync(string domain) 5i%.
o EfHEFAESEHEEO HttpDns.GetAddrByName , EEH5EAREOEIT ;
o HfFEAFLEHED HttpDns.GetAddrByNameAsync , iXFEiREEEHEEL onDnsNotify(string ipString) ,

REHEZAEEN. FENFINTE 55,

3.4 unity Ti24T84 xcode T2 , SINFREKEE ;

4. %% HTTPDNSUnityDemo T#J MSDKDnsUnityManager.h 5 MSDKDnsUnityManager.mm 4SS NE| T2
o EBLATHESRES Unity IXIAZAY GameObject ZFREIEREIETTR—IK

RS : BB UE (bR ) BREEAH 10 H41:
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//

// MSDKDnsUnityManager.h
// MSDKDns

//

// Created by fu chunhui on 16/7/25.
// Copyright © 20164 Tencent. All rights reserved.

/7 MERASSENED, EELT:
“ClickObject” g 3 kz fGameObject# i}

#ifndef MSDKDnsUnityManager_h
. T oyhanager_ /Qnﬂfiﬁﬁﬁfﬁﬁiiﬁiﬁmﬂﬁéﬁaﬁééiz

#define MSDKDnsUnityManager_h

#define UnityReceiverObject "ClickObject™"

// WI5| N\ framework AMSDKDnsHS, 5| AL <MSDKDns/MSDKDns .h>

#import <MSDKDns/MSDKDns.h>

// WI5| N\ frameworkJMSDKDns_C11, MRS |IANLZH4<MSDKDns_C11/MSDKDns . h>
// #import <MSDKDns_C11/MSDKDns.h>

@interface MSDKDnsUnityManager : NSObject

— (NSStringx)GetHostByName:(const charx) domain;
+ (id) sharedInstance;

@®end

#endif /x MSDKDnsUnityManager_h */

void WGGetHostByNameAsync(const char* domain){

ipsArray) {

if (ipsArray && ipsArray.count > 1) {
NSString* result = [NSString stringWithFormat:Q@"%Q®;%Q@",ipsArray[@], ipsArray[11];
char* resultChar = MakeStringCopy([result UTF8Stringl);
UnitySendMessage(UnityReceiverObject, "onDnsNotify", resultChar);

} else {
charx resultChar = (charx)"e;8";
UnitySendMessage(UnityReceiverObject,| "onDnsNotify",| resultChar);

}
}; W wuEEEsEs
If

5. IRARATRE R IV ARDA],

EIRMAYAE

RS : BB UE (bR ) BREEAH 11 H#41]
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string[] sArray=ipString.Split(new charf] {;'});

if (sArray != null && sArray.Length > 1) {

if (!sArray[1].Equals("0")) {

/MEBZEN : Hipvoltbl7ERT , 1h5E(EBipveittit

//TODO (EFFipvoitsti#iTURLIERRT , [ FEEZ0 , FBIGHES| [HTLIEE , BIEl : http.//[64:ff9b:b6fe:7
475]/

} else if(IsArray [0].Equals ("0")) {
JMEFFipvAE L TIERE

} else {

/SRR IEIRIEI90,0 , ZiEi—X
HttpDns. GetAddrByName (domainStr);
}

}

HiE HTTPS 155 (JESNI)

[RI2 : TR TUEPRICRT |, BipEBHepmERkavEE , FHEITIEBEIE.
Demo 7=/ :

1. LA NSURLConnection #0441 , SSMILATRENGE :

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust forDomain:(NSString *)domain

{
/*

* BIZEIE PRI R

4

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(_bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(_bridge transfer id)SecPolicyCreateBasicX509()];

}

/*

* GEER I RS F R SS i UE L

v

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/%

* FHE = RIserverTrust@ & alf=1E

* B fEresult = kSecTrustResultUnspecified Bt kSecTrustResultProceedfJ& L FserverTrustalL{
RIS

* https.//developer.apple.com/library/ios/technotes/tn2232/ index.htm/

RS : BB UE (bR ) BREEAH 12 H41,



@ BT SDK Sk Fegmser

* XFSecTrustResultTypeR IS SigE%ESecTrusth

Y

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

-(void)connection:(NSURLConnection*)connection willSendRequestForAuthenticationChallenge:(N
SURLAuthenticationChallenge *)challenge

{
if (Ichallenge) {

return;

}

/7(‘

* URLE[EIHIhostTE(ERHTTPDNSAIIEE T#IRERL TIP , LM HTTP Headerd ZkERE LIS
v

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];

if ('host) {

host = self.request.URL.host;
}

/7('

* HltfrchallengefS 8 pIgiul 5, 42 & 2NSURLAuthenticationMethodServerTrust ( HTTPSIEZL FEH 1T
IZEHIIETRE ) |

* IR BICE SR I T, ZH 0T P TA AR K IE K e

4

if([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMetho
dServerTrust])

{

if([self evaluateServerTrust:challenge.protectionSpace.serverTrust

forDomain:host]) {

/%

* INFELE , EEEMIE— T NSURLCredential &Zi%45 %577

v

NSURLCredential *credential = [NSURLCredential
credentialForTrust:challenge.protectionSpace.serverTrust];

[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];
} else {

/*

* BRUFKIN | BGEX RIUE e

4

[[challenge sender] cancelAuthenticationChallenge:challenge];

}

} else {

/*

* X F R % B TANE e

RS : BB UE (bR ) BREEAH 13 H41,
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Y

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];
}

}

2. LA NSURLSession #7941 , SEBUATRNGIE ©

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust forDomain:(NSString *)domain

{

/%

* BIREIE BRI R

Y

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(_bridge transfer id)SecPolicyCreateBasicX509()];

}

/%

* G E R RS EIAR S Y IE B

Y

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/7('

* FHE =S EIserverTrustE& Al {=1F

* B tEresult = kSecTrustResultUnspecified Bt kSecTrustResultProceedfJ& % FserverTrustafL{
I ULEIS

* https.//developer.apple.com/library/ios/technotes/tn2232/ index.html/

* ZFSecTrustResultTypeRJiEH= EiEE%SecTrusth

Y

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);

return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

- (void)URLSession:(NSURLSession *)session task:(NSURLSessionTask *)task
didReceiveChallenge:(NSURLAuthenticationChallenge *)challenge completionHandler:(void (*)(N
SURLSessionAuthChallengeDisposition disposition, NSURLCredential * _nullable credential))compl
etionHandler

{

if (Ichallenge) {

return;

}

NSURLSessionAuthChallengeDisposition disposition = NSURLSessionAuthChallengePerformDefaul
tHandling;

NSURLCredential *credential = nil;

RS : BB UE (bR ) BREEAH 14 H41,
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/*

* FERIRE S 158,

4

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];
if ('host) {

host = self.request.URL.host;
}

if ([challenge.protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust]) {

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust
forDomain:host]) {

disposition = NSURLSessionAuthChallengeUseCredential;

credential = [NSURLCredential
credentialForTrust:challenge.protectionSpace.serverTrust];

} else {

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}
} else {
disposition = NSURLSessionAuthChallengePerformDefaultHandling;

}
// XIFRMAIchallengesE=E B IARTIUL T

completionHandler(disposition,credential);

}

3. LA Unity B9 WWW #Z0O054
& Unity TSN Xcode Ti2fF , F1FF Classes/Unity/ WWWConnection.mm 314 , TR

//const char* WWWoDelegateClassName = "UnityWWW(<ConnectionSelfSignedCertDelegate’;
const char* WWWDelegateClassName = "UnityWWW~ConnectionDelegate”;

const char* WWWDelegateClassName = "UnityWWW~ConnectionSelfSignedCertDelegate”;
//const char* WWWDelegateClassName = "UnityWWW<ConnectionDelegate",

HTTPS SNI (88 IP £ HTTPS iEB ) 155

SNI ( Server Name Indication ) 297 fBR— MRS FERAZS MEBFHERRY SSU/TLS ¥ E. el IT{EREN
T

o MHEEFIIRSS SR SSL 2 Ao REEhIRuh mAYEE ( Hostname )
o [REESIRIEX MFZIRE—NEIEAES.

RS : BB UE (bR ) BREEAH 15 H41,
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iR EF , HEFimER HittpDNS f#friE&ERT | 153K URL FEY host S4ERAL HttpDNS TR IP , &
MRS RN EIRTEZ SRR 1P, TTEKELECHSIES , REEREIEGARSERSHENRE , ATLASHIT
SSL/TLS BFARINAVEIR.

BT i0S EEMZEEE NSURLConnection/NSURLSession j&B#HRAHEOT SNI FFERAVECE , EILETLAE EEFA
NSURLProtocol =&M#&isH , AR CFHTTPMessageRef 8lliZ NSInputStream SLfli#{T Socket @f5 , #+
ZEH kCFStreamSSLPeerName AY{H.

FEIEME |, (5 NSURLProtocol £ NSURLSession &2k POST i&skAT , HTTPBody %S, fRRAZEEH

i

1. {888 NSURLConnection /& POST &K,
2. 5645 HTTPBody BN HTTP Header field A1 , #A/57E NSURLProtocol HREENH3E,

BAREIZT Demo , EROLIBANT ¢
EMZIEKRETEM NSURLProtocol F2£ , 7E5~If SNIViewController.m g,

/A= EIEKAINSURLProtocol
[NSURLProtocol registerClass:yMSDKDnsHttpMessageTools class]];

// BEILESNIFIURL

NSString *originalUrl = @"your url";

NSURL* url = [NSURL URLWithString:originalUrl];

NSMutableURLRequest* request = [[NSMutableURLRequest alloc] initWithURL:url];
NSArray* result = [[MSDKDns sharedInstance] WGGetHostByName:url.host];
NSString* ip = nil;

if (result && result.count > 1) {

if (![result[1] isEqualToString:@"0"]) {

ip = result[1];

} else {

ip = result[0];

}

}

// BBITHTTPDNSIKERIPRLY) , #{TURLEZFIHOSTLIZE

if (ip) {

NSRange hostFirstRange = [originalUrl rangeOfString:url.host];

if (NSNotFound != hostFirstRange.location) {

NSString *newUrl = [originalUrl stringByReplacingCharactersinRange:hostFirstRange withString:ip];
request.URL = [NSURL URLWithString:newUrl];

[request setValue:url.host forHTTPHeaderField:@"host"];

}
}

// NSURLConnectionffi|F
self.connection = [[NSURLConnection alloc] initWithRequest:request delegate:self];

RS : BB UE (bR ) BREEAH 16 H41]
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[self.connection start];

// NSURLSessionffl|

NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSessionConfigurati
on];

NSArray *protocolArray = @[ [MSDKDnsHttpMessageTools class] ];

configuration.protocolClasses = protocolArray;

NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delegate:self deleg
ateQueue:[NSOperationQueue mainQueuel]];

self.task = [session dataTaskWithRequest:request];

[self.task resume];

// i : [EFNSURLProtocol#=#;NSURLSession &Z#2HIPOSTigskAt , HTTPBody 5%,

/) BERGEGRT - 1. (EFNSURLConnection £ POSTIEK,

// 2. SeIEHTTPBodyEA\HTTP Header fieldsh , #A/57ENSURLProtocol BN,

/) NEEZ =TS RT3

// NSString *postStr = [NSString stringWithFormat:@"param1=%@&param2=%@", @"val1", @"val2"];
// [ request addValue:postStr forHTTPHeaderField:@ "originalBody"];

//_request HTTPMethod = @"POST",

// NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration defaultSessionConfigur
ation];

// NSArray *protocolArray = @[ [CFHttpMessageURLProtocol class] ],

// configuration.protocolClasses = protocolArray;

// NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delegate:self del
egateQueue:[NSOperationQueue mainQueue]];

// NSURLSessionTask *task = [session dataTaskWithRequest: request];

// [task resume];

{SEFAistAR :
HREAUMRORREFTE AR HTHEHAIES

#pragma mark - SNIi%E , (VRBE—XEIA , {525 XiEA

/**

SNtz & FREFEF-£HIES 5%

BIEFZZLIRE |, (V=ESNILZE TRIES | EEi-E R 7S FRIES

@param hijackDomainArray ZEEF=#tH91t#5 57

v
- (void) WGSetHijackDomainArray:(NSArray *)hijackDomainArray;

/ * ok
SN = FIREFFEI-ERIES FIZ

@param noHijackDomainArray T~EE+=EHItEE 5%

RS : BB UE (bR ) BREEAH 17 H41|
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4
- (void) WGSetNoHijackDomainArray:(NSArray *)noHijackDomainArray;

o MMRETHFELBANREIIR , WRSE=EEZER5IZRFRI HTTPS 153k , HEBE AMILE |
o WIRETAFTELBRIERIIR  WASEEIEZIEZFIZRFRI HTTPS i53K

#2YfEFE WGSetHijackDomainArray {X4=&; SNI 1782 TRUIEE |, Epi=8H TS THEE.
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Android SDK

BT EATE ; 2018-06-05 18:14:14

iR

BRSZ BT BEEREHER | XEKNNEENRZ ST RADHE | SERXANEE , HAI5IA
HttpDNS IhgE, F{FIEREREN DNS , iZIhAet D AN RS : HttpDNS, LocalDNS, HttpDNS SXEVETH , B
iR[E] HttpDNS AY{E ; HttpDNS SKERAET , NIR[E] LocalDNS BIE ; EFEFHETERRENAE , NiREZE.,
EelLAEE LA T A EREE ST Android SDK :

M Github SREX&HThRASDK > >

AN
$ 1 : AndroidMainfest Et&

<uses-permission android:name="android. permission. ACCESS NETWORK STATE" />
<uses-permission android:name="android. permission. ACCESS WIFI_STATE" />
<uses-permission android:name="android. permission. CHANGE_WIFI STATE" />
<uses-permission android:name="android. permission. READ PHONE_STATE" />
<uses-permission android:name="android. permission. INTERNET" />

<! -- DNSEUIPIESTDIRT % -->

<receiver

android:name="com.tencent.msdk.dns. HttpDnsCache$ConnectivityChangeReceiver"
android: label="NetworkConnection" >

<intent-filter>

<action android:name=“android.net. conn. CONNECTIVITY CHANGE" />
</intent-filter>

</receiver>

£ 2 : N HttpDns &

1 HttpDnsLibs\httpdns xxxxjar EEX{4#E I ZETAE libs fBNAYE , 1 HttpDnsLibs\dnsconfig.ini BeE 4%
MZEIN A Android\assets BEE T ;

= I=1H
# I dnsconfig.ini 32{4RT , SoEBULSUEBEREXELE | BAENE 4 RERNRIDIEI.
BIMERTTENT ¢
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(50

HMNERT EROARIERT
[CEAPS

SR AR

I LR applD

HttpDns SDK H&
FFR

ARSSim s ECHY 1D

ARSI s EoAY KEY

SRR 3 ¢ BRI

*E

B

IS COOPERATOR

IS COOPERATOR TEST

COOPERATOR _APPID

IS_DEBUG

DNS_ID

DNS_KEY

SDK 315 FRasts

(E5WaheS

true

MR SR true" |, ERIERIAEIE false" |, IET
A9 false”

=ZEMEMRE

true AFTFHHEEFX | false AXKFAFX

BN EMEMXE

BN EMEMXE

BEEENTEITITEE ( beacon) BHAIN BRI E .

& HttpDnsLibs\ beacon_android vxxxxjar JTHEEE# N ERR libs fBRNAE,

#$18 4 : HttpDns Java EFER

EARGSUT :

/) TRETEITIE © IR EEFEAMSDKZIMSDKEZ IR THEIRIAT 15 (Beacon) lIAF B HIG Lz

try {

/) NER | XEBAEFERIN BRI EAppKey
UserAction.setAppKey("0I000LT6GW1YGCP7");
UserAction.initUserAction(MainActivity.this);

} catch (Exception e) {

Logger.e("init beacon error:" + e.getMessage());

}

/**

* #4EIEHtpDns © YR TMSDK |, FFE A eMSDKIEE#I4GE HttoDns
* @param Activity fE\ ZE7Activity

V4

MSDKDnsResolver.getinstance(). init (MainActivity.this);
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Vs
*1IREOpenld , BIEEAMSDK 55 E#EMSDK Openld , EEkE(E "NULL”
IR IZEORENEER/RE , ZEUnityalZ Cocos IR, a4 M ER[EIZER
* @param String openld

Y

MSDKDnsResolver.getinstance().WGSetDnsOpenld("10000");

/**

* HttpDns[EIAPRENT#EL] , BCEIaERF , EFENREIEER | ETFENF TR BESEITIER , BT

* STRIRIBIERATHENTIER | ERITARORIEITXTS

* @param domain & (Z0www.qq.com) , ;& : domain JEEENIFETEEENIP , R[EIEEREFEMIFT
* Fbr

* @return BE X AIEENTIP.ERES

4

String ips = MSDKDnsResolver.getinstance(). getAddrByName(domain);

EF=E AN

o FNAR HttpDns B O RIFEFLIZER getAddrByName(domain) M.

o WMREFIRANIEES Host #87E |, flaN4FE 7 Host B9 HTTP BRS58k CDN fRSS. BBATER HTTPDNS iR[ERY
IP Ei#tais URL RRUEELUS | IEBEHEE T HTTP LAY Host R,
o LA URLConnection 79 :

URL oldUrl = new URL(url);

URLConnection connection = oldUrl.openConnection();

// FKEXHtto Dnstgt 55 i 43

String ips = MSDKDnsResolver.getinstance().getAddrByName(oldUrl.getHost());
if (ips != null) { // BITHTTPDNSIEERIPRLLY , #1TURLEEFHIHOStELIRE

String ip;

if (ips.contains(";")) {

ip = ips.substring(0, ips.indexOf(";"));

} else {

ip = ips;

}

String newUrl = url.replaceFirst(oldUrl.getHost(), ip);

connection = (HttpURLConnection) new URL(newUrl).openConnection(); // i¢EHTTPiEF=LHost
boi724

connection.setRequestProperty("Host", oldUrl.getHost());

}
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o LA curl B :
BRigiEEipa www.qg.com jEiE HTTPDNS f#r AT IP 5 192.168.0.111 , RABETIXAN AR ARD
1

curl -H "Hostwww.qg.com" http://792.168.0.111/aaa.txt.

SN A=
Unity ENi5EE
1. #1444k HttpDns FIXTISEO,

*E

HERANT BRI ENAFEDRITE,

private static AndroidJavaObject m_dnsJo;

private static AndroidJavaClass sGSDKPlatformClass;

public static void Init() {

AndroidJavaClass jc = new AndroidJavaClass("com.unity3d.player.UnityPlayer");
if (jc == null)

return;

AndroidJavaObject joactivety = jc.GetStatic<AndroidJavaObject>("currentActivity");

if (joactivety == null)

return;

AndroidJavaObject context = joactivety.Call<AndroidJavaObject>("getApplicationContext");
// #FEEHttpDns

AndroidJavaObject joDnsClass = new AndroidJavaObject("com.tencent.msdk.dns.MSDKDnsResolver'
)i

Debug.Log(" WGGetHostByName ===========" + joDnsClass);

if (joDnsClass == null)

return;

m_dnsJo = joDnsClass.CallStatic<AndroidJavaObject>("getinstance");

Debug.Log(" WGGetHostByName ===========" + m_dnsJo);

if (m_dnsJo == null)

return;

m_dnsJo.Call("init", context);

}

RS : BB UE (bR ) BREEAH 22 HA41|
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2. M HttpDns EOMRFHE.

// BRI FE N F Gl P HE

public static string GetHttpDnsIP( string strUrl ) {
string strlp = string.Empty;

/RS IPECESE S

strlp = m_dnsJo.Call<string>("getAddrByName", strUrl);

Debug.Log( strlp );

if( strlp != null)
{
// BRE—T

string(] strlps = strlp.Split(’;'");
strlp = strlps[0];
}

return strlp;

}

H5 TREMATEE HTTP_DNS N
JRIE -

SDK 324 a3t

Android [RERFRAL T RSt API LISEHL WebView REIREIERIZEIEBENZEEN | Bl LB LiA=#

WebView BYZ3EMLEIEHK , #EX URL 153kAY host , ZAF1EA HttpDns f##TiZ host ,

URL SRiEKM£E 1L,
SKlyapr

WebSettings webSettings = mWebView.getSettings();
//EFFBGARIZ RS , cache;RE1TR I FHcache

webSettings.setCacheMode(WebSettings.LOAD DEFAULT);

// DIEPRE F 2R
webSettings.setBlockNetworklmage(false);

// zFF)avaScriptfilx
webSettings.setJavaScriptEnabled(true);

/] I

webSettings.setSupportZoom(true);
mWebView.setWebViewClient(new WebViewClient() {
// APl 21 R Z (&It 7577

@SuppressLint("NewApi")

@Override

BIL1SEIRY IP BpkHHY

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request)

{

if (request != null && request.getUrl() != null && request.getMethod().equalsignoreCase("get")) {

String scheme = request.getUrl().getScheme().trim();
String url = request.getUrl().toString();
Loggerd("url a: " + url);
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// HttpDnsggE#fressXAHRIMEIER R E F1EK

if ((scheme.equalsignoreCase("http") || scheme.equalsignoreCase("https"))
&& (url.contains(".css") || url.endsWith(".png") || url.endsWith("jpg") || url
endsWith(".gif"))) {

try {

URL oldUrl = new URL(url);

URLConnection connection = oldUrl.openConnection();

// FEXHttp Dn st &= e R

String ips = MSDKDnsResolver.getinstance().getAddrByName(oldUrl.getHost());
if (ips != null) { // BiTHTTPDNSIEERIPAELY , #{TURLEIGFIHOSTLIGE
Logger.d("HttpDns ips are: " + ips + " for host: " + oldUrl.getHost());

String ip;

if (ips.contains(";")) {

ip = ips.substring(0, ips.indexOf(";"));

} else {

ip = ips;

}

String newUrl = url.replaceFirst(oldUrl.getHost(), ip);

Loggerd("newUrl a is: " + newUrl);

connection = (HttpURLConnection) new URL(newUrl).openConnection(); // i¢EHTTPiE 5L HostlE
connection.setRequestProperty("Host", oldUrl.getHost());

}

Logger.d("ContentType a: " + connection.getContentType());

return new WebResourceResponse("text/css", "UTF-8", connection.getinputStream());
} catch (MalformedURLException e) {

e.printStackTrace();

} catch (IOException e) {

e.printStackTrace();

}

}

}

return null;

}

// APl 112 API 20 (&It 7%

public WebResourceResponse shouldInterceptRequest(WebView view, String url) {
if (ITextUtils.isEmpty(url) && Uri.parse(url).getScheme() != null) {

String scheme = Uri.parse(url).getScheme().trim();

Loggerd("url b: " + url);

// HttpDnsggE#fressXAHRIMEIER R E F1EK

if ((scheme.equalsignoreCase("http") || scheme.equalsignoreCase("https"))
&& (url.contains(".css") || url.endsWith(".png") || url.endsWith("jpg") || url
.endsWith(".gif"))) {

try {

URL oldUrl = new URL(url);

URLConnection connection = oldUrl.openConnection();
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// FEXHttp Dnstsi S e

String ips = MSDKDnsResolver.getinstance().getAddrByName(oldUrl.getHost());
if (ips != null) {

// BITHTTPDNSIKERIPRLTY , i#{TURLEZEFIHOSTLIRE

Logger.d("HttpDns ips are: " + ips + " for host: " + oldUrl.getHost());

String ip;

if (ips.contains(";")) {

ip = ips.substring(0, ips.indexOf(";"));

} else {

ip = ips;

}

String newUrl = url.replaceFirst(oldUrl.getHost(), ip);

Logger.d("newUrl b is: " + newUrl);

connection = (HttpURLConnection) new URL(newUrl).openConnection();

// IREHTTPIEKSLHostiz

connection.setRequestProperty("Host", oldUrl.getHost());

}

Logger.d("ContentType b: " + connection.getContentType());

return new WebResourceResponse("text/css", "UTF-8", connection.getinputStream());
} catch (MalformedURLException e) {

e.printStackTrace();

} catch (IOException e) {
e.printStackTrace();

}

}

}

return null;

}

};

/) TEEWeb& R
mWebView.loadUrl(targetUrl);
}

OkHttp + HttpDns 175

VE

String url = "http://www.qq.com”;

Uri uri = Uri.parse(url);

String ip = MSDKDnsResolver.getinstance().getAddrByName("www.qq.com"); // HttpDnsfZiriz =
if (ip != null) {

if (ip.contains(";")) {

ip = ip.substring(0, ip.indexOf(";"));

}

} else {
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String mURL = uri.toString().replaceFirst(uri.getHost(), ip);

// OkHttp GET Method

try {

String mGetURL = mURL; // #RIEVLS5 H CRIARSS asitb il K7
Request request = new Request.Builder().url(mGetURL).build();
OkHttpClient client = new OkHttpClient();

Response response = client.newCall(request).execute();

String mGetResult = response.body().string();
System.out.printin("OkHttp Get Method result:" + mGetResult);
} catch (Exception e) {

e.printStackTrace();

}

// OkHttp POST Method

try {

String mPostURL = mURL; // RIE\I55 B CRIARS esHb i FE Iz

MediaType mType = MediaType.parse("application/json; charset=utf-8");
/) FIRIERSH , RIS LhrIg Rt

JSONODbject jsonData = new JSONObject();

jsonData.put("os", "Android");

jsonData.put("api_version", 23);

jsonData.put("version”, "0.0.1");

String data = jsonData.toString();

RequestBody body = RequestBody.create(mType, data);

Request request = new Request.Builder().url(mPostURL).post(body).build();
OkHttpClient client = new OkHttpClient();

Response response = client.newCall(request).execute();

String mPostResult = response.body().string();
System.out.printin("OkHttp POST Method result:" + mPostResult);

} catch (Exception e) {

e.printStackTrace();

}

HTTPS =

% HTTPS 2

String url = "https://httpdnsiEZEHTEZEIRIIP/d?dn=&clientip=1&ttl=1&id=128"; // J/55H EAIEFE
7=

HttpsURLConnection connection = (HttpsURLConnection) new URL(url).openConnection();
connection.setRequestProperty("Host", "[Ri#TAYEHSZ");
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connection.setHostnameVerifier(new HostnameVerifier() {

@Override

public boolean verify(String hostname, SSLSession session) {

return HttpsURLConnection.getDefaultHostnameVerifier().verify("[Rf#iTHI1E22 ", session);
}

};

connection.setConnectTimeout(mTimeOut); // & &%= iE0T
connection.setReadTimeout(mTimeOut); // i& =15 7tEH T

connection.connect();

HTTPS SNI ( B2 IP 2 HTTPSiifH ) 155

String url = "https://" + ip + "/pghead/xxxxxxx/140"; // FEHttpDnsiEHTE2IRIIPEIZE LS5 HTiEK URL
HttpsURLConnection sniConn = null;

try {

sniConn = (HttpsURLConnection) new URL(url).openConnection();

// REHTTPiEKLHostld

sniConn.setRequestProperty("Host", "|SEi#ITAYIEE");
sniConn.setConnectTimeout(3000);

sniConn.setReadTimeout(3000);
sniConn.setInstanceFollowRedirects(false);

// TEEISSLSocketFactorySf# FIERIEE **XELEE
SniSSLSocketFactory ssISocketFactory = new SniSSLSocketFactory(sniConn);
sniConn.setSSLSocketFactory(sslSocketFactory);

// FiFEH S IR SS 25 30l /5 52 & LD ?

HostnameVerifier hostnameVerifier = new HostnameVerifier() {
@Override

public boolean verify(String hostname, SSLSession session) {

return HttpsURLConnection.getDefaultHostnameVerifier().verify("[Rf#ETAIE22 ", session);
}

i

sniConn.setHostnameVerifier(hostnameVerifier);

int code = sniConn.getResponseCode();// Network block

if (code >= 300 && code < 400) {

// IGRTEEAFIKX EEHlocationfIX/NEHE XS

String location = sniConn.getHeaderField("Location");

if (location == null) {

location = sniConn.getHeaderField("location");

}

if (!(location.startsWith("http://") || location.startsWith("https://"))) {
URL originalUrl = new URL(url);

location = originalUrl.getProtocol() + "://" + "|Ef#HrAYEA" + location;
}

showSniHttpsDemo(location, "[EfEHTAYEHR");

} else {
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/M55 B SR EEAR S il i 25 5R

DatalnputStream dis = new DatalnputStream(sniConn.getinputStream());
int len;

byte[] buff = new byte[4096];

StringBuilder response = new StringBuilder();

while ((len = dis.read(buff)) !=-1) {

response.append(new String(buff, 0, len));

}

dis.close();

Log.d("WGGetHostByName", "response: " + response.toString());
}

} catch (Exception e) {

Log.w("WGGetHostByName", e.getMessage());

} finally {

if (sniConn != null) {

sniConn.disconnect();

}

}

EHISSLSocketFactory :
class SniSSLSocketFactory extends SSLSocketFactory {
private HttpsURLConnection conn;

public SniSSLSocketFactory(HttpsURLConnection conn) {
this.conn = conn;

}

@Override
public Socket createSocket() throws IOException {
return null;

}

@Override
public Socket createSocket(String host, int port) throws IOException, UnknownHostException {
return null;

}

@Override

public Socket createSocket(String host, int port, InetAddress localHost, int localPort) throws IOExcep
tion, UnknownHostException {

return null;

}

@Override
public Socket createSocket(InetAddress host, int port) throws IOException {
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return null;

}

@Override

public Socket createSocket(InetAddress address, int port, InetAddress localAddress, int localPort) thr
ows |OException {

return null;

}

@Override
public String[] getDefaultCipherSuites() {
return new String[0];

}

@Override
public String[] getSupportedCipherSuites() {
return new String[0];

}

@Override

public Socket createSocket(Socket socket, String host, int port, boolean autoClose) throws IOExcepti
on {

String mHost = this.conn.getRequestProperty("Host");

if (mHost == null) {

mHost = host;

}

Log.i("WGGetHostByName", "customized createSocket host is: " + mHost);

InetAddress address = socket.getinetAddress();

if (autoClose) {

socket.close();

}

SSLCertificateSocketFactory ssISocketFactory = (SSLCertificateSocketFactory) SSLCertificateSocketFact
ory.getDefault(0);

SSLSocket ssl = (SSLSocket) ssISocketFactory.createSocket(address, port);
ssl.setEnabledProtocols(ssl.getSupportedProtocols());

if (Build.VERSION.SDK INT >= Build.VERSION _CODES.JELLY BEAN_MR1) {
Log.i("WGGetHostByName", "Setting SNI hostname");

sslSocketFactory.setHostname(ssl, mHost);

} else {

Log.d("WGGetHostByName", "No documented SNI support on Android <4.2, trying with reflection”);
try {

java.lang.reflect.Method setHostnameMethod = ssl.getClass().getMethod("setHostname", String.clas
s);

setHostnameMethod.invoke(ssl, mHost);
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} catch (Exception e) {
Log.w("WGGetHostByName", "SNI not useable”, e);
}

}

// verify hostname and certificate

SSLSession session = ssl.getSession();

HostnameVerifier mHostnameVerifier = HttpsURLConnection.getDefaultHostnameVerifier();
if (!ImHostnameVerifier.verify(mHost, session))

throw new SSLPeerUnverifiedException("Cannot verify hostname: " + mHost);
Log.i("WGGetHostByName”,

"Established " + session.getProtocol() + " connection with " + session.getPeerHost() + " using " + sess
ion.getCipherSuite());

return ssl;

}

}

RIBERTS
BIENAEEFERT HTTP IR , (IRERT HTTP R |, BICRE(ER HTTPDNS s .

String host = System.getProperty("http.proxyHost");
String port= System.getProperty("http.proxyPort");
if (host != null && port != null) {

// (EFE 7 A AR

}
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2SN SDK 89 App RFEER.

EHiEHttpDNS SDK

KBS | e FHeo

] s v

=iF (i%E) {F0 : EH0QENI0S. Androider I ERESE M,
HttpDNS SDK

3IRRHIBRE , MFESWEIEN SDK #7089 appid ( Android #1 i0S &—1 ) , & EAITECE | AILARERA
SDK

HttpDNS SDK HiSiEH

EHEA - Bl <yun_noreply@tencent.com>

Bf [E: 20175118 158(E8=) BF11:42 )
g A - = 4vE | FDHESO Y

EANERIRE © | HEHESR A 2R EN AT RS,

BN BRT AP

B HE5Z FIHtEpDNS SDKREC B - A SKEEF Afappid 22 £ IO T -

i0S: 010C 3

Android: 0I0C ——.9YL

HttpDNS SDK Github T #ifttht 0 A8 : hitps://github.com/tencentyun?g=httpdns
MEREFEEMASEERE =& (EHSDKIIRET ) -

i0OS SDK : https://www.qcloud.com/document/product/379/6469

Android SDK : https://www.qcloud.com/document/product/379/6470

B SDKfEAEE B A SIDMappid . FEEESDKY .

R4 2 R S 5T
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Y57RI7m R -Https

EIFEFETE : 2017-09-26 11:54:54
IZSRYREEHttpDNS Y Https 1782

i0SERLE

[F3E
ERHTIERRAGRT | 15IPEHRRRFAYER , B TIEBIGIE,

Demo7xfill

LANSURLConnection$z A4l

#pragma mark - NSURLConnectionDelegate

- (BOOL)evaluateServerTrust:(SecTrustRef)serverTrust
forDomain:(NSString *)domain

{

/7!‘

* BIZIEPREI R

4

NSMutableArray *policies = [NSMutableArray array];

if (domain) {

[policies addObject:(__bridge_transfer id)SecPolicyCreateSSL(true, (__bridge CFStringRef)domain)];
} else {

[policies addObject:(_bridge transfer id)SecPolicyCreateBasicX509()];

}

/ *

* G E R RIS AR s AU B
V4

SecTrustSetPolicies(serverTrust, (__bridge CFArrayRef)policies);

/*

* I =RiserverTrust@ & Al =1E

* B tEresult = kSecTrustResultUnspecified g kSecTrustResultProceed

* BIIES FserverTrustalLA#EIRUEELS , https.//developer.apple.com/library/ios/technotes/tn2232/ inde
x.html

* XFSecTrustResultTypediFEEiEE5%SecTrust.h

v

SecTrustResultType result;

SecTrustEvaluate(serverTrust, &result);
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return (result == kSecTrustResultUnspecified || result == kSecTrustResultProceed);

}

- (void)connection:(NSURLConnection *)connection willSendRequestForAuthenticationChallenge:(NS
URLAuthenticationChallenge *)challenge

{

if (Ichallenge) {

return;

}

/*

* URLE[EIHIhostIE(EFFHTTPDNSHYIE L T8 &AL TIP , ULZEMHTTP Headerd3# BRE LIz
Y

NSString* host = [[self.request allHTTPHeaderFields] objectForKey:@"Host"];

if ('host) {

host = self.request.URL.host;
}

/*

* Hlbfrchallengef98 145 igil 5 42 & 2NSURLAuthenticationMethodServerTrust ( HTTPSIETZL F#1T1%
SHoIubReE ) |

* IR B I E B I, ZHIIEIE A T B 2518 K iR

4

if ([challenge.protectionSpace.authenticationMethod isEqualToString:NSURLAuthenticationMethodS
erverTrust])

{

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
/%

* IS , FEENE—TNSURLCredential K148 K #5

v

NSURLCredential *credential = [NSURLCredential credentialForTrust:challenge.protectionSpace.server
Trust];

[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

} else {

/%

* IUEEIN | B RIZUE e

4

[[challenge sender] cancelAuthenticationChallenge:challenge];

}

} else {

/*

* X FE I I T A B T PE i

4

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];
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HETRIAE-Unity BB

BREHAE ; 2017-09-26 11:55:07
Z SRR BB UNityan el AHttpDNS

Android&B5{Xh3
SRt HttpDNsHINT 8120 -

IR ARAmMsdkEZBIRFN T BT ENARRRTE,

private static AndroidJavaObject m dnsJo;

private static AndroidJavaClass sGSDKPlatformClass;

public static void Init() {

AndroidJavaClass jc = new AndroidJavaClass("com.unity3d.player.UnityPlayer");
if (jc == null)

return;

AndroidJavaObject joactivety = jc.GetStatic("currentActivity");

if (joactivety == null)

return;

AndroidJavaObject context = joactivety.Call("getApplicationContext");

// AEEHEHttoDns

AndroidJavaObject joDnsClass = new AndroidJavaObject("com.tencent.msdk.dns.MSDKDnsResolver'
)i

Debug.Log(" WGGetHostByName ===========" + joDnsClass);

if (joDnsClass == null)

return;

m_dnsJo = joDnsClass.CallStatic("getInstance");

Debug.Log(" WGGetHostByName ===========" + m_dnsJo);

if (m_dnsJo == null)

return;

m_dnsJo.Call("init", context);

/) AT IS

AndroidJavaObject joBeaconClass = new AndroidJavaObject("com.tencent.beacon.event.UserAction"
)i

if (joBeaconClass == null)

return;

m_dnsJo.Call("initUserAction", context);

}

HiEAHtpDnsIEOMTIES -
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/R B TEF LoiE P EE

public static string GetHttpDnsIP( string strUrl ) {
string strlp = string.Empty;

// BEITISEIPECE S

strlp = m_dnsJo.Call("getAddrByName", strUrl);
Debug.Log( strlp );

if( strlp != null)
{
/) RE—T

string[] strlps = strlp.Split(’;');
strip = strlps[0];
}

return strip;

}

i0SERHMXES

fECsM i TR IR

#if UNITY 10S
[Dlllmport(" _Internal")]

private static extern string WGGetHostByName(string domain);

#endif

SDK 324 a3t

EREHTEZBITERD  AWGGetHostByName(string domain)73i% , FHEBGHTUI TR -

string ips = WGGetHostByName(domainStr);
string[] sArray=ips.Split(new charl[] {;'});

if (sArray != null && sArray.Length > 1) {

if (IsArray[1].Equals("0")) {

//EFFZEIX © Hipvolthit 7T , 1hoEEFHipveittit

//TODO (ZFFipvoitiili# TR , TSR0, ipvoFBIIETES IA{TLEE , B4 - http.//[64:ff9b:b6fe:7475]/

} else {

JNEFHI oAU 7%
}

}

Bunity TIEF T8 Axcode T2 , FH&U0 E1RBE , SINKERESEIERNA.
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1Z 5B H5 TRE TE HTTP_DNS A9AnZ

Android &8585

[RiE

Android [RERGFHRM T RS API LASCHL WebView FRIMEIERIZBESBENZEFA | BAITLIEE LiAT=E
WebView FYRERMLZIERK , #EL URL i53KAY host , SAfSIERE HttpDns f#imZ host , @IIEZIRY IP ERHEHY
URL SRiEKM£& bt

S iE

WebSettings webSettings = mWebView.getSettings();

// EFBRARIE 7R , cache [REITAIFH cache
webSettings.setCacheMode(WebSettings.LOAD DEFAULT);

// DI R E 2R

webSettings.setBlockNetworklmage(false);

// 3¢tF JavaScript IR

webSettings.setJavaScriptEnabled(true);

// XFFGEL

webSettings.setSupportZoom(true);

mWebView.setWebViewClient(new WebViewClient() {

// APl 21 RZ (&I %

@SuppressLint("NewApi")

@Override

public WebResourceResponse shouldInterceptRequest(WebView view, WebResourceRequest request)
{

if (request != null && request.getUrl() != null && request.getMethod().equalsignoreCase("get")) {
String scheme = request.getUrl().getScheme().trim();

String url = request.getUrl().toString();

Loggerd("url a: " + url);

// HttpDns BEHT css XA IERRE R 1K

if ((scheme.equalslgnoreCase("http") || scheme.equalsignoreCase("https"))

&& (url.contains(".css") || url.endsWith(".png") || url.endsWith("jpg") || url .endsWith("jif"))) {
try {

URL oldUrl = new URL(url);

URLConnection connection = oldUrl.openConnection();

// ZFEX HttpDns 1#E fEiTia R

String ips = MSDKDnsResolver.getinstance().getAddrByName(oldUrl.getHost());

if (ips != null) { // T HTTPDNS #£BX IP 6L , ##77 URL E#%7] HOST SLigE
Logger.d("HttpDns ips are: " + ips + " for host: " + oldUrl.getHost());
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String ip;

if (ips.contains(";")) {

ip = ips.substring(0, ips.indexOf(";"));

} else {

ip = ips;

}

String newUrl = url.replaceFirst(oldUrl.getHost(), ip);

Loggerd("newUrl a is: " + newUrl);

connection = (HttpURLConnection) new URL(newUrl).openConnection(); // 1Z& HTTP &L Host 1z
connection.setRequestProperty("Host", oldUrl.getHost());

}

Logger.d("ContentType a: " + connection.getContentType());

return new WebResourceResponse("text/css", "UTF-8", connection.getinputStream());
} catch (MalformedURLException e) {

e.printStackTrace();

} catch (IOException e) {

e.printStackTrace();

}

}

}

return null;

}

// APl 11 Z API20 (&It 77;%

public WebResourceResponse shouldInterceptRequest(WebView view, String url) {
if (ITextUtils.isEmpty(url) && Uri.parse(url).getScheme() != null) {

String scheme = Uri.parse(url).getScheme().trim();

Loggerd("url b: " + url);

// HttpDns FEHT css XIHRIMEIER R EFEK

if ((scheme.equalsignoreCase("http") || scheme.equalsignoreCase("https"))
&& (url.contains(".css") || url.endsWith(".png") || url.endsWith(",jpg") || url
.endsWith("jif"))) {

try {

URL oldUrl = new URL(url);

URLConnection connection = oldUrl.openConnection();

// X HttpDns 1= fEHTiER

String ips = MSDKDnsResolver.getinstance().getAddrByName(oldUrl.getHost());
if (ips != null) {

// #8128 HTTPDNS 3%EX IP p¢2f) , #17 URL E12F] HOST L&
Logger.d("HttpDns ips are: " + ips + " for host: " + oldUrl.getHost());

String ip;

if (ips.contains(";")) {

ip = ips.substring(0, ips.indexOf(";"));

} else {

ip = ips;

}
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String newUrl = url.replaceFirst(oldUrl.getHost(), ip);
Logger.d("newUrl b is: " + newUrl);

connection = (HttpURLConnection) new URL(newUrl).openConnection();
//IRE HTTP 1&KL Host 12
connection.setRequestProperty("Host", oldUrl.getHost());

}

Logger.d("ContentType b: " + connection.getContentType());
return new WebResourceResponse("text/css", "UTF-8", connection.getinputStream());
} catch (MalformedURLException e) {

e.printStackTrace();

} catch (IOException e) {

e.printStackTrace();

}

}

}

return null;

}

};

// & web &R

mWebView.loadUrl(targetUrl);

}

i0SERSXES

[RIE

FEEMLEIESK © M i0S R4 NSURLProtocol , 28 webview FIMLEIERK. REIRIEMEIEK URL BIXHEE
L T, ERNTIEERY URL LIS , #EX URL RIRYELS |, PAIG1HT HTTP_DNS 153K, PAIGFEE5RAY IP el
BARBRIS AR,

SMAE
7£ NSURLProtocol #15:25757% startLoading Fi#{T HttpDns ##4T , EiE& &AL IP 51317 URLConnection

/**

* LR B IE R T , FEUELNH T HttpDns BEHT , #5145 E186 IP /51217 URLConnection
Y

- (void)startLoading

{
NSMutableURLRequest *newRequest;

NSString *fileExtension = [[self.request URL] absoluteString];

/RIS EEK , (T png , jpg , css FETAY URL B REHT
if ([fileExtension containsString:@".png"] || [fileExtension containsString:@".jpg"] || [fileExtension con
tainsString:@".css"])
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{

/I EH TIEKRBILEHER , [/ FEEK

newRequest = [[H5ContentURLProtocol convertToNewRequest:self.request isSynchronous:NO] mutab
leCopy];

} else {

newRequest = [self.request mutableCopy];

}

[NSURLProtocol setProperty:@YES forKey:@"MyURLProtocolHandledKey" inRequest:newRequest];

self.connection = [NSURLConnection connectionWithRequest:newRequest delegate:self];

}
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